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Software License Agreement

By purchasing or installing all or part of the Emerald Management Suite, you indicate yoptaamoeeof the
following License Agreement.

Ownership of Software You acknowledge and agree that the computer program(s) and
associated documentation contained with the Emerald Man
exclusively by IEASoftware, Inc. and/or its licensors. The Software contained in the package is protected under

copyright laws and all copyright and other intellectual property rights relating to the Software are and remain the

exclusive property of IEA Software, Inc. andits licensors. You may not rent or lease the Software, but you may

transfer the Software and accompanying materials on a permanent basis provided you retain no copies and the

recipient agrees to the terms of this Agreement.

License IEA Software, Incgrunts to you, and you accept, a limited, non

exclusive and revocable license to use the Software. You agree to use the Software inmpadhinle object code
formonly as authorized in this License Agreement. This License Agreement does not contity anipterest in

the Software to you. You may only use the licensed number of Master Biling Records (MBRs) with the Software as
stated in your purchase agreement.

Scope of License You may not make any changes or modifications to the Software, and

you may not decompile, disassemble, or otherwise reverse engineer the Software. You may not load, rent, lease or
sublicense the Software or any copy to others for any purpose. You agree to use reasonable efforts to protect the
Software from unauthorized usmodifications, reproduction, distribution and publication. You are not permitted to
make any uses or copies of the Software that are not specifically authorized by the terms of this License Agreement.
Your adherence to this License Agreement will all@& ISoftware, Inc. to continue developing innovative and

useful products and providing a high level of customer service and support. If you do not comply with the terms of
this License Agreement, your license will be revoked.

Updates and Support All software updates are available via the IEA Software, Inc. web site.

A maintenance contract is available for major version upgrades, which is not included or covered as part of the basic
purchase agreement. Technical support is available-MaiEsupport railing lists, or a purchased telephone

support contract.

Trademarks IEA Software, Inc., Emerald, RadiusNT, and the associated logo(s) are
registered trademarks. Allimages, photographs, animations, audio, video and text incorporated into the Software is
owned by IEA Software, Inc., unless otherwise noted by Trademark.

Restricted Rights The Software is provided with U.S. Governmental Restricted Rights.
Use, duplication, or disclosure by the Government is subject to restrictions set forth in subpa@{d)épof The
Rights in Technical Data and Computer Software clause at DFARS 2502206r subparagraphs ©(1) and (2) of the
Commercial Computer SoftwardRestricted Rights at 48 CFR 52.2PF as applicable. The Software is also protected
by Interndional Treaty Provisions. Manufacturer is IEA Software, Inc. PO BOX 1170 Veradale WA, 99037
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Miscellaneous This License Agreement shall be construed, interpreted and governed

by the laws of the State of Washington. Should any term of this License Agreleendeclared void or

unenforceable by any court of competent jurisdiction, enforcement of the remaining terms shall not be affected.
Failure of either party to enforce any rights or to take action against the other party in the event of any bresach of thi
Licensing Agreement shall not be deemed a waiver of any subsequent enforcement of rights.

Limitations of Liability and Remedies In no event shall IEA Software, Inc. or its licensors be liable for any

loss of profit or any other commercial damage,udaig but not limited to special, incidental, consequential or other

damage, even if IEA Software, Inc. or its licensors are advised, in advance, or the possibility of such damages. IEA
Software, Inc. and its |icememerddys semalilr eb d,i adbti 1li EA Jnfdt w
return of the price paid, or (b) repair or replacement of the Software. To the maxmum extent permitted by applicable

law, IEA Software, Inc. and its licensors disclaim all other warranties, eitheyssqor implied, including but not

limited to, implied warranties with regard to the Software, the accompanying material. This Limited Warranty is void if

failure of the Software has resulted from accident, abuse or misapplication. You may have otfetegmdcights,

which vary from state/jurisdiction to state/jurisdiction.

Should you have any questions concerning this license agreement, please contact IEA Software, Inc. PO BOX 1170
Veradale, WA 99037 U.S.A. (509) 4BILL (2455).

Information in tis document is subject to change without notice. No part of this document may be reproduced or
transmitted in any form or by any means, electronic or mechanical, without the express written consent of IEA
Software, Inc.

Trademarks

Emerald Managementu®ie, RadiusNT, and Radiusa¢e trademarks of IEA Software, Inc.
Intel is a registered trademark of Intel Corporation.

TransactSQLis a registered trademark ab@-Library is a trademark of Sybase, Inc.
Oracleis a registered trademark of Oracle Corponmati

© 19962011 IEA Software, Inc.
All Rights Reserved, World Wide

EmeradvG Admi ni stratoros Gui3de IEA Software, Inc.



Table of Contents

SOftWArE LICENSE AQIEEIMENL.......eiiiieiteeieeteecmmmeesteesteesteeteesseesssmmms e essesseesseesseesseessmmmtesse e seenseenteenseassssmmmnteeneesneesneesnes 2
IE=1 o] [N o i O] o 11T o TS U PP RO OSPRT 4
PP ETAICE ..ot e R R R R e 8RR R R Rt st R R Rt n e re e 8.
GELING SEAMEM. .. ..eeuteeiteite ettt ettt et ettt bbbt 2228448288 8 £ 2828 184280 21 e 8
DOCUMENT CONVENTDNS.......vtveueererreseeresssmmmseseesesreseeseesessese s smmms 11 ees e sse e ee e st ne s ommm a8 1 82 s e e 18 e e et st rmmm e s e s e e nenennenenen 8.
Y] (T Ll R ST (0T =T 0 0=T 01 £SO SP Q.
INSTAITALION OVEBIVIEW.......cviitiuieiiiteiete st ettt sttt a ettt st e st 1 e e et 110t ot 4822 E 480 e 8 sommmn et E a0t r et r s 9
Downloading Emerald from the IEA SOftware WED Site.........coieii ittt e s s s sams 10
InStallation Of the EMETAIO SEIVET .........iiiiiiiieit e smmmr et bbb et b ettt e 10
Initializing and Verifying the EMErald WED SEIVICE.......coui ittt smmmt sttt s e 14
Upgrading from EMEIAIA 4.5.........coeoee ettt ettt ettt ta e et et e aaae e st 452 e e nt e e e n b e e ens e e et e e e s aaennenean 14
LR L=] o701 (10T PP PSP USSP UPPRPRON 15
YT 0] o T TSP PRUSO TP PPTPRTRON 15
WWVED INEEITACE. ...ttt ettt bbb h et e 8 H 82888 pmm 4484 E 4R b et e st e 15
BillING REIALEM. ...ttt ettt b bt 8 e E 10 k£t 18R b bt 15
(O = o I e {0 Tot ] | o o O PSP PP PP PPUPUPPPPPRPPON 16
L1572 o 1= = 1] o SR 16
EmerNet / Netflow traffic COIBCION ..ot e 16
Database DaCKUP @NUESTOIE...........cuiieeieesiee et este ettt s eesteeste e teeseeesssmmmr st e esseeseesseesseesee e st esneeneenes 17
(0o =T ST 0 = (=T (0] (=1 S 17
L0 To = To 1o = 4= = o S 17
(oL (0T 0 e [tz (o =T o] A U= o] gL OSSO 17
INitial Database CONfIGUIATION.........cicii it cemmr ettt s ae s smmme e s aeeebe e beeabeeateesssmmm st e eseesseesaeesseessensmmmeensaesseens 18
Emerald for Linux /w Oracle 10g Special INSIIUCTIONS. .......cccviiiiiiriiresmmmr st s 24
The Emerald Web ConfigUIation SEIVEL.........ciiiiieiteieesimme ettt see s smnms et e st sn st er et nn e ne s 25
Emerald Printing CONfIQUIATION ........coiiiriiieiieeees etttk e eb et e e 26
SecureSocket Layer (SSL) CONfIgUIALION..........eiiieeieiereiimmre sttt sttt et sbe e se e bbb nes 26
Launching and Logging ON t0 EMETaAld. ..........coiieiiiieeeiimmmeeeeeesteesteesiee e e seeeseeeseeeneeesee s e snmms e s e sseesseenseenesnnes 27
Overview: Emerald AdMINiStrative OPtIONS.......ciceieeieereeommeeseesteeees e ssee s smmm s sessseesseeseessees e sseesesnsesseesses 28
LCTCT L= = LI @01 o T =4 o o 1SR 30
DIOIMAUNS ...ttt ettt ekttt b etk et b e b 45444422848 1825 b £ 484528 £ 4845244840488 £ E £ E et b b R e 30
Y1 g Yo T (U1 o' SRR 31

EmeradvG Admi ni stratoros Guidde IEA Software, Inc.



[ =0 o] 1TSS PSR 34

MBR CUSTOM DAtA FIEIGS........cuiiiiiiiiiiitieiie ettt et emmme e et r ettt e er e 35
F e o TSR Y/ o T PRSPPI 36
] Y I I TSRO PTO PP PORTOPRTN 36
L O TP PP PP TOPPPPY 37
SEIVICE GIOUS. .. teuteteieeueesteseees e smmms st seese e s e s e s et st bt e84 e s a8 e 4888 s om0 48284482825 s 20410284102 h et 38
N0 Lot TS U TP PP PPPRR 39
T 1= USSP 41
SAlES PEISONS ...ttt ettt cammr ettt ettt se st et amme 1t h A1tk 8 e ekt £ 8RR R8s R et R e et r e 41
RETEITAIS. ...ttt et et 0ot 82888888 R ettt 42
COIMIMIS STOMS ...ttt sttt ekt b ekt b e st 5222 h 88888 e €8££ 8 22828822888t 6102ttt 43
CANCEI REASONS. ..ottt ettt tmmmse ettt b bt e84 8 st 842 s e840 s8££ 841024 £ 48102 h e 28 smm£8e8 4180 b e b et rmmm e 43
Y ooTo YU a1 T o I @ToTqiTe U] =14 o] o S 44
Y] 1] o PP T PP PR PRUSOROP 44
L€ 700 TP TSP USSP PP PRPRPR 49
BaAICN PrOCESSOIS.....c.iiiiiiiieicie sttt s e r b s n st n e s nn e nesne s emmmne e ennennenneenenneensommmee 6 D)
LIS (S o PSPPI 31
TG TYPES e eieeutetiete sttt ettt h bbb 5818828284154 4548484482541ttt E R R bt e e 52
1K= 2 G TSP P PR PR 53
DS COUNES......cveeeeerereeueere s cammre et rese et erese et smmms 2ot 8 e e b8 108 £ 1822282102020 £ 10 s 4 8410 e e84 10t r e s rmmm e et re e 55
711 g To T Y01 =S 57
Lo Y =T 4 T oSS 60
SENAMEINOUS ...ttt ettt ettt e et st 0ot ommme 8o bRt ne bt a8 st n e 1 r e e bt e r e et st 61
L@ LT T 0 =T O o F= T o 1= SR 62
oYL= 1 Y 07 T USSR 63
ot [T o £SO TSSOSO TP 63
g ToTTe =T oL Y] 0 =2 TP PP PR PR PPN 64
INCIOBNT STAES. ... vttt sttt cmmmr ettt bbbt e 2284828822402 10t r ettt n e 66
RS £2 1SN U o= OO PP 67
OPEIALION ROIES ...ttt smmmr ettt bttt 888 s 2154848418282t 8 2802 b et 68
PIIOTTHIES <.ttt et commr ettt smmme 1ot e e et 0 e ek £ 48228 e 02080 o810t e E 410t n e rmmm e et r e e 69
8= Lo OSSPSR 69
RAEES. ...ttt a1 1R R £ h s e8RS R R b e bbb s 12
RUIE S LS.ttt b ettt 2t b8 b8 ot 4882884824848 8 8RRt 73
TG S BTS ..ttt it ittt ettt h ekt b8 h 8 mnt £ ££R £ S8 mE£R R R s et 77

Emeradvi Admi ni stratoro6s Guibde IEA Software, Inc.



RALING DaAtA SOUICES......eccuiiueiiteieteeteeommmeeeteesteesteesseesesassmmmtaseessessseassasseestesssmmmresseesseesseansesnsessssmmmmnsesssessenssesssesssesnsom 78

LT =1 =T £ ST PO ST P PP PRTPR 85
(@ (o = a2 Lo o 1= S OO SR 85
YT A o o] [ oo PSR PR PSP PROPI 86
1T AV To] =T PSSO U TP PRORPRUSPRN 86
Y= Y o= )Y/ 0= LSRR 86
(=T = VIS Y AS] (=] 12 USSR 91
SeriCe CUSTOM DALA FIEIG..........ceiiiriieeriite ettt ettt r e et ommme e e bt n e e bt r e e ommmn et r e nne e er e 92
LT To [T 1Y/ =SS 93
L (=T 0 = Lo I = U o [ S 97
PrEpait SEOUENCES. .......octieiieite et crmmr ettt et e e te e te e te s smmms e s 2eesteeteaaseeaseesssmmms e essesseesbeete e st e e s smmms e seenseenseeneessee s e smmmd 98
g L=T 07210 ST 1ed g T Y/ 0T PSS SRR SRRRSN 99
Prepaid Batches
REPOIS & LOGS....cei ittt s a e e e s e s h e e s e st e h et s e e s e e sh e e e
Y= 1] o ST P PR TP U PR USPPTPPPPRON
REIIOIES ..ttt s R s R R AR £ R e e R e et n e n e 103
L 2T o] = Lo 104
System LOg FIlters (SYS LOQ FltEIS) .. cuieiiiieiieiieietimmme e eteestee e e et et te e sneeeseessessmmms e st e sseesseeseenseensem 105
oo TN 1020 0T PSSP 105
RADIUS ...ttt ettt ettt s 2414444448248t £ £ 428228 £ 2284252458t 41544 H 4R 4R £ 4Rt s £ b e nes 107
A Z=T a0 o R AV LTl (o QAN u i 1 U1 (=) S OSS 107
Server GroUPS/SEIVEIS/SEIVEI POIS........uiiiiitieiteeieeimmmre s eesteesteesteeseeesssommmseessesteesteeteensesssommmesseenseensesnsessesssenns 109
01U 0 PP 113
[P S BIVICE TY IS . ittt ettt ettt bttt s et ommmn e h ekt s e 1048t e £ £ 252482 E e AR 8RR n e et E e e s 114
RSSO OO 114
ROGIM SEIVEIS.......eeiieeeii ettt sttt ommms a1ttt s s e £ £t £ et e 28t 28t e st e 8 2R e r e e r e s e e s e 115
ROBIM DIOMAINS. ... ettt bk oo 4888 e h 228 bt £ 484825 28828288 184810 eh e e 117
LR LE] (=T od TSP PPV O SO PT PR PPPRO 119
DINIS GIOUPS .....c.eveieeeriee it st set ot sre ettt se e s ommne e £ £ et £ et o0t e st s mmmn 412828t 2ot £ e s s emmm e £ ee e e m e en e e r e e n e e 119
LT LT 0T S 120
GIOUP CONCUITEINCY ..ttuteeiutieeuteesutee et ommmsesseesstesssseesasessas st e ssse e 40t e e se s e e ass e st 4142 as 040k £ 42t s bt 44 b e e bt e e nbeeenee s 126
ClEAY ONIINE LIST...viteiiitiieeieereseeeeestmmmse et sre sttt re e smmmse 11 e et s 8 e st 0 e s ommm s e 848 e st e Rt 10t ee e s rmmm e 10t r e ne et er e nr e rmm 127
U g T =73 @0 o 127
Y =TS ] (o) A 1Y = = o 1= SO STPSS 129
SCNEBUUIEE ...ttt ettt et h bt h e84 8 828188 b5 E e R R e b 131

Emeradvi Admi ni stratoro6s Gui6de IEA Software, Inc.



SEAICKH TASK HISTONY.....iiiiiiii i ettt et e st e e te e te et smmm e e se e st e easeeaeeese et ommme s se s 8eesheesaeesseense st s e abeenteennesnnesrnnsn 131

CUITENE STAIUS ... i e a s ommr 28202 e e s s e st £ e s ae e h e e b e et s 132
CONMIQUIE SCREAUIES........eeee ettt sttt ettt eae e b2t emmnt 122482 £ h e £a 22 e 22t st 2kttt embeeneesree s 132
ST ot U TSP TP PO OTT P 134
L@ T =1 (0] €7 0T | PSPPI PP 134
(@] 0.] = 10] £ PSP P PRSP 136
Lo T 0 T | ]SS 137
S = o /OSSN 139
5 Tod Y/ 1 o RS 140
LA=T o =T g = Tot =TSSP OSSPSR PSP 141

Languages
LICENS E KBYS ...ttt sttt cmmms ettt b bt 4888 24482 18R R 8 £ e ££R e Rt R Rt e et 147
ST Lo [0 o B T=T o =T £ SO TP P PR U SRRSO 148
O3 [=T o BT =1 1] 0o LTS UR PP PR PRPRPUIPPN 151
(@0 =T = (o g 11 ] £SO TP P PSP PP PP PPUPOSPP 153
@0 =T =1 (o STl 1] o o E TSSOSO P PSSO S TP PR PP 153
LTS3 (0] .01 ST =Y 11 Vo 1 SR 154
DIATADASE. ...ttt £ R 8 £t 158
ST @ I 0T o PP O USSR 158
LU (=T o1 2o 1Y 1 SR 158
(2= Tod N o 1= 1= = o USRS 158
Y o] 0= T (o [ o7 Y-S 159
Appendix A: Trouble Shooting and Frequently ASKed QUESTIONS..........cccvreeeeiersimmmeesre et 159
Appendix B: Supported Third Party EXtErnal SYSTEMS.......ccooiiiiiiiieismmmr et 164
Appendix C. BatCh Credit Card FOIMALS ...........ciiiieieiiisimmr ettt sa b nn e ne e 165
Appendix D. Generic Web Service ACCOUNt SYNCAIONIZALION..........ccvieieeiemme et 173

Emeradvi Admi ni stratoros Gui7de IEA Software, Inc.



Preface

The Emerald Administratorés Guide is designed to provid:
configuring, and administering the Emerald Management Suite. This technical manual complements the Emerald
Userbds guide. I't is recommended that you read the mate

attempting to administer the Emerald Management Suite in order to gain a thorough understanding of the
configuration options available to you.

The Emerald Management Suite is designed to utilize Microsoft SQL Server, Sybase ASE or Oracle relational

database package for data storage. The database package must be installed and configured outside of the Emerald
Management Suite environment. The Eafé documentation offers no specific information regarding the

installation, configuration, operation, or maintenance of thedeackdatabase application. It is highly recommended

that the database application documentation be available during Emeralbeiment Suite installation and setup.

A good working knowledge of your database server will a
Guide.

Getting Started

The Emerald Administratords Gui dalingthe Emeralvan&gemgent Suite hr o u g h
and using the Emerald Administrative options for system configuration. Each chapter includes fundamental

information as well as providing stdyy-step guide on using the application. The shggstep instructions include

screen shots of the application that display the information needed to complete the presented tasks. The information
shown in the screen shots is generic; your screen may look slightly different at points due to the amount of

information that may be clently stored within your user database.

The Frequently Asked Questions (FAQs) and Troubleshooting chapters anticipate questions, concerns or problems
that you may encounter during the installation and use of the Emerald Management Suite. Add@aickllyips

scattered throughout the manual are designed to resolve common procedural errors or questions that may arise while
using the application.

Document Conventions

The Emerald Administratordés Gui de h aslocaetirmampdetandideatiyd doc u
information. They are provided to show consistent visual clues and a standard key combination format to assist you
while you learn and use Emerald.

Format Representation
Bold Menu option to be selected, icon or buttorb®clicked. Also used to identify key term
Italic Directory or flename. Also used to emphasize a word, term or concept.

Aquot ed t ext | Thisistexthatyou need totype. Do notinclude the quotation marks in your entry,
rather just the text with the quotation marks.
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System Requirements

The Emerald Management Suite operates within a web environment that is based upon an integrated web server.
Emerald is accessed via a standard web browser, supporting IE 6+, Mozilla firefox and otheipleaa$ €SS2

compliant browsers. Emerald requires database server access, requiring either Microsoft SQL Server 2000, 2005, 2008,

Sybase 12.5+ or Oracle 10+ to be installed and configured before the Emerald installation takes place.

The Emerald Managesnt Suite has the following minimum system requirements that should be verified by your

System Administrator before installation. Please note that the independent database server/client and web browser

installations need only be accessible to the Emarmitder, not necessarily reside on the same computer.

T WINDOWS systems

(0]

O O O O o

Pentiumbased PC

Windows NT 4, 2000, 2003, 2008, XP and \ista operating systems
128 MB of free hard disk space for the software

128MB of memory, more recommended

SQL Server 2000, 2008008, Sybase 12.5+ or Oracle 10+

Standard web browser (IE 6+ or Mozilla firefox recommended)

T LINUX systems

O 0O o0Oo0Oo0OOoOoOo

Pentiumbased PC

Linux

60 MB of free hard disk space for the software

128 MB of memory, more recommended

SQL Server 2000, 2005, 2008, Sybase 1a5dracle 10+

TCP/IP connectivity to RDBMS

Standard web browser (IE 6+ or Mozilla firefox recommended)

1 SOLARIS systems

(o]

O O 0o Ooo

SPARC workstation

Solaris operating system

60 MB of free hard disk space for the software

128 MB of memory, more recommended

SQL ServeR000, 2005, 2008, Sybase 12.5+ or Oracle 10+
TCP/IP connectivity to RDBMS

Standard web browser (IE 6+ or Mozilla firefox recommended)

Installation Overview

Before installing the Emerald Management Suite be sure to install all necessary Database wspomerts and

ODBC drivers on the windows platform. Database connectivity is included on UNIX platforms however Oracle 10+
client access libraries must be installed on UNIX systems if Oracle is to be used. A web browser is required to
performthe databagestallation and access Emerald.

Important:

Thechanges.txffile in the Emerald subdirectory notes all recent changes, known problems, plaffedific issues,
and bug fixes that were made to the Emerald Management Suite that may not be includetdevigigased
documentation. Forthe latest release and information on Emerald, dtipgdfsmv.iea-software.com/docswithin

EmeradvG Admi ni stratoros Gui9de IEA Software, Inc.



your web browser. **Reading this file is especially important when performing an Emerald upgrade installatign and
should be cafully reviewed before proceeding.

Installation of the Emerald Management Suite itself involves performing the following three steps:
1 Installation of the Emerald Server
1 Creation of the Emerald database
1 Configuration of the Emerald Server through the EdeeAdmin options.

These installation instructions describe the installation of the Emerald server frosR@M[or by first

downloading it fromthe Internet and then installing. As part of the normal installation process, your System or
Network Adminigrator will create and populate the default data and configuration information for the Emerald
database. These tasks are outlined within this docurftease note that the Emerald database must be created
and configured before the Emerald software carubed.

In the case that you experience problems during the installation process, please refer to the troubleshooting/FAQ
section within this document, the Emerald Administrator ¢
Department for furthenformation.

Downloading Emerald from the IEA Software Web Site

Allavailable product information, documentation, release notes, and product upgrades for access and/or download
are available online from the IEA Software main web git&p(//www.ieasoftware.conyalso provides important

product information and customer support options for those who encounter problems or questions through the
installation or use of Emerald. This site should be checked pealtydo obtain information regarding available

product upgrades and upcoming new releases.

This section briefly describes the process of downloading the Emerald Management Suite product fromthe IEA
Software web site.

1. Fromwithin a web browser, navigato the IEA Software download center located at the following URL.:
http://www.iea-s oftware.com/download

2. The current supported version of Emerald is located within the download center. Enter your download center
email address and password in the rengrdustomer area to gain access. Please do not fill out the customer
form on the download center if you have already done so. If you do not remember your access login or
password leave the fields blank and click continue in the returning customeo g@&ia ficcess or contact your
IEA Software representative for assistance.

3. When the download is complete, the downloaded file can be executed on the chosen platformto start the
Emerald installation/setup program.

Installation of the Emerald Server

TheEmerald Management Suite is capable of running on multiple operating system platforms. The following
sections detail the installation instructions for each supported platform.

Windows Installations

Emeradvi Admi ni stratoro6s Guille IEA Software, Inc.
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The following installation instructions will work fordih Windows NT and Windows 2000. Before installing the
program, make sure that the logged in user has sufficient access rights to the drive on which you will install Emerald,
including having Windows Registry read/write access.

On each installation wézd screen there will be a number of options offered on the bottom of the screen. These
button options are described below:

1 Nextbutton willadvance you to the next installation step

1 Back button will take you back to the last installation step

1 Cancelbutton will cancel the installation process

1 Resetbutton will clear any settings on the current page and refresh the display

The physical installation of Emerald will not occur until the installation wizard receives the final user confirmation.
Until that point, the installation configuration choices may be changed and/or cancelled without affecting your
systemor the machine you are installing on.

Use the following steps to install the Emerald Management Suite in a Windows environment:
jizr Emerald Management Suite 5.0 Setup M= E3

1. Runthe Emerald5xe file from CD or from the
temporary download directory in which it was saved
The Emerald Management Suite Installation Wizard 4

welcome screen will be presented. Presshie
button to continue the installation procedure.

Welcome to the Emerald
Management Suite 5.0
Installation Wizard

Itis strangly recommended that you exit all wWindaws programs
befare running this setup program.

Click Cancel to quit the setup program, then cloze any programs
you have running. Click Mest to continue the installation

WwWARMIMG: This program iz protected by copyright law and
international hieaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may rezult in gevere civil and criminal penalties, and
will be progecuted to the maximum extent possible under law.

< Back Cancel

¥& Emerald Management Suite 5.0 Setup [_ (]
. License Agreement
2. When theEmerald Software License Agreement B T o !E
. jig” Emerald Management Suite 5.0 Setuy,
screen appears, read the agreement by using the * 2 £
. . Destination Folder
Vertlcal SCro "bars to th € rlg ht On the screen. TO ) Select a folder where the application will be installed é}
accept the Emerald Software License Agreement, cli
t h e é 6radm b Lﬂtenmmd Ch oose th\m)(t ;I'Iﬂe Wisef Irlﬂdslallation “whizard will install the files for Emerald Management Suite 5.0in the
button. If you do notecept the Emerald Software Sonnaieen
. . Toinstall into a different folder, click the Browse button, and select another folder.
L|Cen se Ag I’eement, yOU W|" not be a”OWed to iou\’s'._an cI:hooﬁe not\t’a_instaall Emerald Management Suite 5.0 by clicking Cancel to exit
. . . . i ballati L
continue the Emerald Management Suite installatior e e
andyou will need to cancel the installation b ettt 6 5
Chogsmg thé:ancel button y ’7C:\Program Filzs\E meraldh Browse | ‘
Wi Installation Wizard
< Back Cancel

Emeradvi Admi ni stratoros Guillde IEA Software, Inc.



3. Choose the Emerald Management Suite destinalii@ctory by either accepting the default directory location
provided, or selecting an alternative by using Bnewsebutton. When entered, choose thext Button.

4. Choose the Installation Type. ChooBgical to s e e LR T
install the most common applicatideatures. Select Installation Type
ChooseCompleteto install all application features Selectthe desred nsalatin e
and documentation. Choo€eistomto have
complete control over the Emerald features and

The most common application features will be installed. Thiz option

=)
components that get installed on your system. Th %g  recammende (o moctussts
Customoption is only recommended for advanced e
users It is sufficient for most users to choose a %gf Allepzepl el Atk
Typical installation. Once you have made your =8
selection, choose thdextbutton to proceed. " custom

B Uze thiz option to chaose which application features pau want
O installed and where they will be installed. Recommended for
= g advanced users.

Wwize Installation Wizard

< Back I Mext > I Cancel

i5 Emerald Management Suite 5.0 Setup HE R
Ready to Install the Application %
Click Mest to begin installation.

0.

Click the Back button to reenter the installation information or click Cancel b exit
the wizard.

5. Confirmyour previous installation choices and
proceed with the physical installation by pressing
theNext button. To change one of your previous
choices, choose thgack button. To cancelthe
installation process, choose tBancelbutton.

If the installation is confirmed with the Next button,
the application will begin the file installation and will
prompt the user when the process is complete.

Wise [nstallation \Wizard:

Cancel

< Back

#5 Emerald Management Suite 5.0 Setup [ _[o]=<]

Emerald Management Suite 5.0

has been successfully installed.

Click the Finish button to exit this installation.

6. When confirmation of a successful install is
presented, press thnish button to ext the Emerald
Management Suite installation wizard.

Once the systemfiles have been installed, you are
ready for he initial configuration of the Emerald
Management Suite system. Refer to Ithigalizing
and Verifying the Emerald Web Servicesection of

Carcel

< Back
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the document to complete the required installation/configuration tasks.

Note:

Typically, in the case of posdéinstallation problems on the Windows platform, the installation process will end

with an error display of #Alnstall End-eudiné&sbwegmadetor ¢l y o.

obtain more details regarding the problem. To runirb&all in debug mode, run the installation script fromthe
command line by enteringemerald5.ex&| emerald5.msi I* emerald5.log This will create an installation log file
called emerald5.log. Please contact the customer support departmappatt@ies oftware.confor more
information regarding possible logging of the awimdows installation process.

If you previously had EmeraldV5 installed and have removed it, the services may still existdwsittbled state).
They will be removed when you reboot your system. You must reboot your system before installing Emerald under
these circumstances, or the install will fail.

Linux & FreeBSD Installations

The following installation instructions will warfor Linux installations as well as FreeBSD. NOTE: Do not install the

Linuxversion of Emerald on FreeBSD. Install only the FreeBSD native package on this platform. Before installing the

program, make sure that the logged in user has sufficient adgbssto the file system on which you will install
Emerald.

1. Exract the emeraldS_linuxtar.gz or Helcone ta IEA Softuare, Inc. UNIX Installer wd.O
emerald5_freebsd.tar.gz file (fromthe CD or downloa
into a temp directory. : _l:lpt ional conponent s to ingtall fron the list
Start the installer by 19 ot inue wish the

3. The first screen will list a setf components you can

N

that component. Selecting the number again will ; i
deselect that component. . [0o not
4. Select Cto continue when the desired components EEERILET:
selected.
5. The files installed will scroll on the s&en, with a final
summary of installation status.

the Emerald Management Suite system.
Refer to thdnitializing and Verifying the Emerald Web Service section of he document to complete the
required installation/configuration tasks.

Solaris Installations

The following installation instructions will work for Solaris installations, supporting SPARC Solaris only. Before
installing the program, make sure that thgged in user has sufficient access rights to the file system on which you
will install Emerald.
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1. Exract the emerald5_solaris.tar.gz file (from the CD o [ FG_G_g_" =N S SA_— BT} I . L)
download) into a temp directory.
St art the installer by . opt ional conponents to inztall fron the list
3. The first screen willist a set of components you can feea Itlr::t'l'::]E"thh H:: : 'TIE:}:::IH "0 to abort.
install. To installa component, select the number of '
that component. Selecting the number again will
deselect that component. '
4. Select Cto continue when the desired components IR
selected. 3. [Oo not
5. The files installed will scrobbn the screen, with a final 8
summary of installation status.

N

Once the systemfiles have been installe
you are ready for the initial configuration
the Emerald Management Suite system.
Refer to thdnitializing and Verifying the Emerald Web Senvice section of the document to complete the
required installation/configuration tasks.

Initializing and Verifying the Emerald Web Service

During the Emerald Management Suite installation, the Emerald Web Server (Emerweb) was automatically installed
and configired on your system. The Emerald Web Server is always required to be running in order to access the
Emerald Management Suite. The Emerweb Service is@néigured to start automatically upon system startup and
will be available once the system has besstarted.Please note that Emerald must be fully installed and the
Emerald database must be created and configured before Emerald software can be used.

By default the Emerald Web Server, once installed and initialized, will continue to run withewa ptton. If there is
a disruption and the Web Server must be restarted, contact your System Administrator to complete the following
steps to verify and restart the Emerweb service.

On Windows systems:
1. To start the Emerald Web Server, seldtgb ServerDebug Modefrom the Start Menu/Program
Files/Emerald/Server menu.

On Linuxand Solaris systems:
1. To start the Web Configuration Server, change to th
2. Execute the command "./emerwebsaebug”.

Upgrading from Emerald 4.5

This section covers important information you should know about the differences between Emerald 4.5 and version 5.
Before upgrading to Emerald version 5 please take some time to read this section carefully. In addition to a
significant number of new features the core Emerald system has undergone several major changes in the biling and
reporting areas. To obtain a list of new features in Emerald 5 please see our welpsiteww.iea
software.com/products/emerald5_new.cfifiyou are not upgrading from a previous version of Emerald you can skip
this section.
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Reporting

The Crystal reports print engine and crystal report files for Emerald are no longeeidalith Emerald. Emerald

now uses its internal template system for report rendering. This allows everyone to customize reports without the
crystal viewer and improves the display of reports in mail clients and web mail clients as well as vastly gripr@vin
performance and reliability of report rendering. Emerald still supports crystal reports and if installed both reporting
systems may be used simultaneously for rendering system reports such as invoices, statements and payment
receipts. Crystal reptsr can also be used in the customreports areas however report parameters for crystal reports
are currently not supported. We currently only include statement and invoice crystal reports specifically for Emerald
5 with the main Emerald distribution. Yaoust obtain and install crystal reports separately to use this reporting
system.

Signup

The separate signup server package included with Emerald 4.5 requiring PERL and a CGl capable web server such as
Apache or lIS has been replaced with an integratgdugi system. Due to a fundamental shift in network access
technologies the integrated signup server currently does not support auto configuration for CCK/IEAK/Gearbox
dialup client software installer packages.

Web Interface

Configuration options to sdtterface colors, various font attributes, logos and the ability to include custom content
have all been replaced by Emerald 56s theme system. Pl e
more information including a listing of style andrntent customization opportunities.

Billing Related

1 Payments added to the systemcan only be changed once either to void them completely orto set a
corrected amount. This policy is the same regardless of weather the payment has already been applied to a
statement or not. Previously in Emerald 4.5 operators had the ability to simply delete cash or check
payments that had not yet been applied to a statement however after being applied payments could not be
changed at all.

1 When changing an accounts seevigpe you were previously prompted weather you would like the system
to compute a proate to account for any mictrm change of service. This prompt has been replaced with
service type level configuration of prate options for various circumstancesbBas switching service
types, new service or closing service.

1 The taxable field has been replaced with an exemption status system allowing the configuration of classes of
exemptions at the tax, service type and MBR levels. The taxsystemhas beemdrorsupport the
application of an unlimited number of taxes and location based application of tax

1 In Emerald 4.5 customers with a pay method of Credit Card or Bank Transfer who pay automatically via
credit card are charged based on their statemeniaghédlance. In Emerald 5 the automatic creation of
charges for customers having a Credit Card or Bank Transfer pay method is no longer dependent upon
statement creation. For this reason we recommend your billing routine in Emerald 5 be changed twemake s
all CC/EFT transactions are processed before creating statements. This way any relevant CC/EFT payments
are included on the customerés statement. I n Emer al

EmeradvG Admi ni stratoros Guilkde IEA Software, Inc.



appear in red in Emeralds Biling/Creatat®ments menu. Please see the Emerald 5 users guide for more
information on the Emerald Biling menu.

1 Pay Method surcharges are currently not supported.

1 The calendar biling biling cycle requires pay periods to be factors of 12 (pay periods of12@3 12
months). If any other pay period is assigned to a biling cycle with calendar biling enalleddar biling
is disabled for that service. This is a basic requirement for calendar biling as other intervals lead to multi
year drift of monks within a calendar year customers are to be billed.

1 Separate proate adjustments are no longer created on actions such as new account creation. Instead
Emerald 5 calculates any applicable jpabes during the invoicing process. In Emerald 5 if a MBifiag
cycle changes in a way that effects the anniversary date of the MBR Emerald automatically creetes pro
to realign accounts accordingly.

1 In Emerald 5 Biling Cycle changes between balance forward and renewal cycle types willautomatically set
or reset account expiration fields as necessary. Previously this needed to be done manually.

1 The use of Service Types to on a recurring basis apply credits to an account by setting a negative service
type cost worked to some degree in Emerald 4.5 batrveaver intended or supported. In Emerald 5 this is
not acceptable and such a configuration will cause a biling error to occur preventing the invoicing process
fromrunning. You will be warned during the upgrade if there are any service types configilrad
negative cost.

1 The calculation of credits on close of MBR is now a fully automated process using service and package
type level configuration to calculate a final invoice/account balance. Acceptable Cancellation dates are now
subject to assigneaperator rights.

1 New MBR Acct Admin object group required for operators to manually change account expiration and billed
thru dates.

CC/EFT Processing

The global CC/ACH options for configuring credit card and ach transaction processors have beénatbe

Batch Processors menu option in the Admin/Accounting menu. Please see the Emerald Administrators guide for
more information on the new Batch Processor configuration. The new settings allow multiple credit card and ACH
processors to be used sitameously.

Usage Rating

The Usage rating engine and interface has been replaced. Please see the Emerald 5 Administrators guide on Rating
for more information on the new system.

EmerNet / Netflow traffic collector

The EmerNet collector now uses EmdmReatime rating engine to aggregate and cost network flows. The use of
flow filtering for traffic accounting has been replaced with Emeraldstimealrating engine. Flow fiters are no longer
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supported but still available. Please see the Ememalé3 wor k col l ect or guide and the A
document for more information.

Database backup and restore

In Emerald 4.5 and some database servers you had the option of creating database backups directly from the Emerald
Admin/Database menu. Thoption is currently only available for Microsoft SQL Server. For all other platforms you

must use the tools included with your database server to perform regular maintenance and backup of your database
server.

Upgrade pre-requisites
When upgrading t&merald 5 from Emerald 4.5 you must have the following:

V A separate computer to install the Emerald software different from your current Emerald 4.5 production
system.

V Ifthe database server for Emerald 5 will be different from the existing 4.5 databa®e you must first
backup and restore the Emerald 4.5 database to the Emerald 5 database server.

V  You must be running the latest version of Emerald 4.5 (4.5.10) before upgrading

V  Emerald 2.5 customers wishing to upgrade to Emerald 5 must first uptgrddeand then 5.0.

V Atleast as much disk space available on the database server as is currently allocated for your existing
version of Emerald 4.5.

Upgrading Emerald

The upgrade process creates a new database for Emerald 5 copying all existing4&hdedhlinto the new
database. This process does not alter the source Emerald 4.5 database but may adversely affect system performance
for the duration of the upgrade process.

To upgrade Emerald follow the stuemsioundl isreed iiom tbred ofwl n
the Emerald 5 database in step 9 choose your existing E
selection list and choose the type and quantity of call records you would like copied into the mald Eregstem.

Post upgrade checklist

After the database creation process has completed login to Emerald using a global administrator operator account.

Upon |l ogin enter the Emerald 5 |license key nmeoupptorer e pr o\
fromthe Administrative menu. You will be prompted to continue with the upgrade process by clicking the link
entitled Al am in the process of upgrading to Emerald 5

a few minutes t@everal hours depending on database performance, the number of MBRs and the amount of billing
history within each MBR. After this process has completed successfully you may begin using the new version of
Emerald. Ifthe process does not complete sucatgsd-run it by following the link provided. If this process still

will not complete successfully report the full text of the error(s) displayed to your support representative.
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Emerald 4.5 alternate time and alternate data rates for RADIUS call eaéingpt converted automatically to Emerald

5. I f you are using alternate rates you will need to m:
Rulesd / fAConfigurationodo menu. See t he diReobfiguraiodn s ect i o
must be done if necessary before enabling rating from the RadiusNT/X administrator.

No Emerald scheduled tasks are brought over from Emerald 4.5. Instead a default set of scheduler tasks are installed

with the new Emerald 5 database | @&ltomatic invoicing, statement creation, CC/EFT batching and emailing of
invoices and statements are disabled initially. You ma)
AiSchedulerdo / fAConfigure Schedulesd menu.

Those previously using the Einaotification addon to Emerald 4.5 will need to manually create and schedule the
Emerald 5 versions of these notices from the AAdmino /[ i
for more information.

Initial Database Configuration

If you are installing Emerald on the windows platform using the embedded database server included with Emerald
(Emerald /w MSDE Emerald5DB.exe) you may follow the Emerald + MSDE Quick install guide located in the
Emerald/Docs program group or at thedwling Internet URLhttp://www.ieas oftware.com/docto install the initial
Emerald database. If you are not using MSDE or are upgrading from a previous version of Emerald the quick install
guide does noapply to you.

Once the Emerald Server installation is complete and the Emerald Web Server has been initialized, the Emerald System
Administrator must configure the system. Configuration of the systemincludes the creation and population of the
Emerald déabase and performing the user configuration of the Emerald biling and system options. The database
configuration activities are detailed within this section and are performed by the Emerald Administrator. The Emerald
Administrator must performtheseests, as well as verify the independently installed database server and client
configurations, before the Emerald Management Suite can be used.

Regardless of operating system platform, each installation requires the initial creation and configuraton of t
Emerald database performed with the Emerald Web Configuration Server. The steps required to complete the initial
configuration of the system are described below.

1. Start the Emerald Web Configuration Server.
On Windows systems:
a. Tologin to the Web Cdiguration Server, sele@eb Config from the Start Menu/ Program
Files/Emerald menu.

On Linuxand Solaris systems:
a. Open aweb browser and go to the URL: http://127.0.0.1/settings.

2. Ifthis is the first time that the Configuration Server has been sitartes will initially be prompted to enter a
Passwordand confirmthe password value by entering it again. The Web Configuration password entered
will only be valid for the Emerald Web Configuration Server (not for the Emerald application itself). i¥here
no default username or password when the Web Configuration Server is initially started.
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After you have created the Web Configuration Server password, you will be prompted again fora Web

Configuration Server username and password to login. Thearsens insignificant, and the password is
the password you initially set up for the Configuration server above.

Note:

The password configured for the Web Configuration Serveris shared among all the Emerald Management Suite

Configuration Server Adminisators (Emerald Web Configuration Server, RadiusNT Administrator, EmerAuth
Administrator, etc.), meaning that all Administrators running on the same machine will use the same passwofd
has been established. Because it is locally configured, thevpekss machinespecific. If the password is

once it

forgotten, it can be located by following the instructions below. If the WCPassword entry is cleared as descyibed

below, you will be prompted to provide a new password upon the next Web Configuration Semwep st

On Windows machines: Use the Registry Editor to look up the value under the Registry value for WCPassword
under HKEY_LOCAL_MACHINBSoftwaralIEA\Common. You can clear the value within the Registry Editor, but the

web server must be stopped ansitegted in order for the changes to take affect.

On nonwindows platforms the value can be found within the /usr/local/iea/common.ini file. The existing password is

cleared by removing the AWCPassword = A |line.

Once the Emerald Web Configuration Sernas been launched, choose @reate DatabaseVienu option to the
right of the welcome screeote: Upgrade installations must also createeav\Version 5.0 Emerald database (your
exsting data will be copied into and converted into the new databasedyrgrade).

Emerald Web 5.0.001a Configuration server Zave Changes Eeset Changes Change Password

Ienu Options

! Baorn

« Encryption
Welcome, select an ttem from the menu options hst to get started. When your fimshed g_a]g_an v L
maling changes click 'Save Changes' atabase settings
QDEC contral

Note: The default password for this configuration server can be changed wia the 'Change panel :
Password' option ebove. Debug options
Create database

3. Within the Create Database screen, you are prompted to configure the Emerald data source information to

establish ODBC connectivity to your database
option from theEmerald datasource pick list and then press ti@ontinue button.

Emerald Weh 5.0.001a Configuration server Save Changes Reset Changes Change Password

- Menu Options
Create datahase W

Security

Encryption manager
Database settings
ODEBC control panel

Debug options
Create database

Emerald datasource | {none) j

34 Usermame |

34 Password senssnee

33 Continue
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4. On t he ODBC control pan e |Createcnevedatasqurcdield.t Adtarnativelymeu al d 50
may select an existing datasource to edit fronEtieexisting datasourcepick list. Press theContinue
button when finished.

Emerald Weh 5.0.001a Configuration server Zave Changes Eeset Chanpes Change Password

Menu Options

ODREC control panel .
Security

Encryption manager
Database settings
CDEC control panel
Debug options
Create database

Edit existing datasource I(none) =l

Create new datasource |Emerald5

>> Cantinue

5. Choose the appropriate type from thatabase typepick list. This indicates the type of database server
installed on your site that will run against the Emerald server. Typically your choice will be a Micsqiof
or Sybase selection. Pre@sntinue when done.

Emerald Weh 5.0.001a Configuration server Zave Changes Eeset Changes Change Paseword

Menu Options

* Security
« Encryption manager

Database type IM\CI’DSDﬁ SOL 7+ 'I + Database settings
.
.
.

ODRBC control panel

CDBC control panel
»» Continue

Debug options
Create database

6. The next step is to describe the new Emerald data source and provide server information. Enter the
following information on the fields provided:

Field Description

Datasource descriptio| Entera description for the datasource. Generally, this wil be the datasour
name OEmeral d56.

Server name Enter the name of the server in which your database server resides. Note
UNIX versions the server name is the IP Address of your database servel
fol l owed by 6,06 and itodés TCP port
Trusted connection Choose Yes or No fromthe pick list indicating whether your database sery
will be accepting a Trusted connection, or using the SA username/passwi
information for Emerla access.
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Emerald Web 5.0.001a Configuration server Zave Changes Eeset Changes Change Password

_ ; MMenu Options
ODEC control panel I B

o Secun
Datasource description | _ty
Encryption manager

Database settings
ODBC control panel

Debug options
Create database

Server name |

-
-
-
-
Database name | .
-

Trusted comnection Mo =

»» Continue |

Once the information has been entered, pres€tméinue button.

7. Ifthe datasource is not configured to use a trusted connection, the datasource will require the system
administrative (SA) username and password to set up access t@at#basle server. Enter the following
field values and press tl@ontinue button to complete the creation and configuration of the Emerald

datasource.

Field Description

Emerald datasourcg Choos e the Emerald dat as ourhedatasaumne
pick list.

SA Username Enter the system administrator username configured on your database sen/

SA Password Enter the system administrator password configured on your database serv|

Emerald Web 5.0.001a Configuration server Save Changes Eeset Changes Change Password

- Menun Options
Create database i

o Secutity
» Encryption manager
s Database settings

54 Username |sa o ODEC control panel
.

Emerald datasource |emerald5 (S0L Server) j

Diebug options
Create database

24 Password |nnnn

>3 Continue

8. The next step in the database configuratioto actually physically create the Emerald database that wil
store the account and systeminformation. On the Create Database screen, ckiveste tonew database
by entering 6Emerald56 as t he Cantinagbatene name in thi
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Emerald Weh 5.0.001a Configuration server Save Changes Eeset Changes Change Password

Menu Options

Create datahase .
Secunty

Encryption manager

» Database setfings
Or use an exsting empty database | j « ODBC control panel

Create a new database |Emerald5

>> Continue | Debug options

Create database

9. Continuing on with the Create Database task, this screen is used to identify information for your existing
database server, and indicate if a data upgrade from a previous Emerald version installation is required.

Emerald Web 5.0.001a Configuration server Save Changes Eeset Changes Change Password

- MMenu Options
Create database I B

Secutity

Device name |Emera|d5_data *

» Encryption manager
Device full path/file name IE:I \mssgl2000YMSSAL\data\E meralds_data » Database settings

« ODBC control panel
Dewice size (Megabytes) |1DD e Debuz options

s Create database
Log name |Emera|d5_|0g
Log full path/file name |d.\m55qI2DDD\MSSQL\data\EmeraldS_IUg Id

Log size (Megabytes) I?El
Convert Emerald 4.5 database I 'I

Copy call history IDDn't copy calls *
Call type IStDp Only 'l
L saatiom D TS, Canada, Mesico (20 ME)

Create an Emerald SCQL DB user |emerweb

Password |chhiajw

>> Continue

Field Descriptions arerpvided below. Some fields may not be available depending on the database server
used.

Field Description

Device name Choose a name for the data device for your Emerald database. The default providg
Emerald5 data.

Device filename | Enter the physiddilename and directory path of where the database file is to be instg
locally on your database server. This directory path must already exist.

Device size Enter the initial database file size of the database to be installed on your database
Refer to your database server user documentation to determine the appropriate de
value. As a general rule of thumb you will need about 50MB per 1000 MBRs.

Log name Choose a name for the Emerald5 database log.

Log filename Enter the physical flemme and directory path of where the log file is to be installed o}
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your database server.

Log size

Enter the initial log file size to be installed on your database server. Referto your
database server user documentation to determine the appropriate el As a
general rule of thumb this should be about 1/5 of the size of your Device size.

Convert Emerald
45 database

Select fromthe existing databases listed within the provided pick list to indicate the
Emerald 4.5 database to be converted thitoEmerald 5 format. This option will

automatically performthe data conversion necessary to upgrade your existing Eme
data into a format compatible with the new Emerald 5 application. Note: The databg
conversion will leave the Emerald 4.5tdbase intact, performing the conversion by
creating a new Emerald 5.0 database (therefore a new database name is required, g
as OEmerald56) and copying the data i1
the new database.

Copy Call
History

Specifies the range of call records from the Emerald 4.5 database to import into the
Emerald 5 database.

Call type

Specifies the call record types from the Emerald 4.5 database to be imported into th
Emerald 5 dat abas e. eneflgsufiigent omal usage aneé ¢ o |
reporting purposes.

Create Emerald
SQL DB user

and Password

These fields indicate the user and password used for access to the new Emerald d
These fields should be set to allow the Emerald server to cormta tlatabase server
specified previously.

After the field values have been entered, pres<thrinue button to initiate database creation and

population.

EmeradvG Admi ni stratoros GuRde IEA Software, Inc.



As the database creation and conversion occurs, the following screen will be display@tyghew
progress of the database creation. Once the proces
database installation completed will be displayed at

Emerald Web 5.0.001a Configuration server Zawe Changes Reset Changes Change Password

Create database

Installing database...

o Installmgmaintables: .. ... .. ... ... ...
+ Creating triggers

» Creating main sync procedures:

+ Creating install sync procedures

» Creating default sync procedures: .

+ Creating US location sync procedures:

» Creating stored procedures:

» Populating RADIUS data: ... . .......

+ Populating install data tables:

...... (11%4) .

+ Populating default data tables

+ Populating US location data tables: . ... ... ... C3%0)
(17%6)

...... (18%) .

FRE0EN

Quick Tip:

It is recommended that if an Emerald 4.5adebnversion has occurred, that the data populated within the new
Emerald 5.0 database be verified for accuracy before continuing. In the unlikely case that data inconsistencles are
discovered, do not try to manipulate the data directly. Please conéa@&A Software Customer Support team fo
assistance.

Emerald for Linux /w Oracle 10g special instructions

The following information is specifically for installing the Linux edition of Emerald with an Oracle database together
on the same server.

STEP 1 To start obtain and Install Emerald for Linuxand Oracle 10g or later. Follow the instructions above for
installing Emerald for the Linux platform. Oracle XE (Express Edition) is available fromthe Oracle web site:
http://www.oracle.com/technology/prodis/database/xe/indexhtml

If using XE you MUST install the Western European version in order for Emeraldslingutal interface to function

properly. If not using XE the ORACLE database server should be configured with an WE8ISO8859P1 or
WEBMSWIN1252 haracter set.
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Be sure the ORACLE_HOME environment variable has been added to the systems startup profile. This is required in
order for Emerald to access the Oracle database.

To set the ORACLE_HOME environment variable copy the file ‘oracle_env.shtli®oracle bin folder to the
/etc/profile.d DIRECTORY.

If the /etc/profile.d DIRECTORY does not exist append the following two lines to the file /etc/profile :

ORACLE_HOME=/path_to_my_oracle_directory (ie. /ust/lib/oracle/xe/app/oracle/product/102ed)jse
export ORACLE_HOME

STEP 2 Download the instant client package and instant client ODBC driver zip files va@id.3fromthe
Oracle web sitehttp://www.oracle.com/technology/software/tech/oci/instantclient/htdocs/linuxsoft.html

Unzip both the client and ODBC driver files into the same temporary folder and move all lib* files found in the
instantclient directory into the /usr/local/iea folde

STEP 3 Reboot the system.

STEP 4. Using a web browser connect to the Emerald configuration ‘

server typicallyhttp://localhost/settingfrom the ODBC menu add a
new datasource labled Emerald5.

Datasource description |Emera\d 5

SEIVEr name fxe

Oracle Driver |jusr,f|nca\f|eajhhsana 50.101

If you've installed Oracle Express set the server name to 'xe' otherw » Coninus
it should reflect the service name (SID) of your Oracle server
configured via the Oracle net manager.

The default Oracle driver should reflect the name of the libsqora.so.* file copied tcstfiedal/iea folder in STEP 2
above.

STEP 5 Fromthe Create Database menu within Emerald enter the Emer B ag

datasource created in STEP 4 and the Oracle account login and pasSW | Emersia dutasource [Emeraids fusiiocalieaibsgoreza 10.1) 7]
you want to create the Emerald database using, click continue to create
. . SA T
Emerald database. This process may take several minutes to complete SAPSE“’”‘: —
ASSWOL ssssssss
E)ngsvthe database has been created successfully move on to STEP 6

STEP 6. Fromthe Database settings menu configure the Emerald5 datasource as the main read/write datdsource an
enter the login and password used in STEP 5 to create the database. Click continue and save changes. The Emerald
server should now be started. Browsing to http://localhost displays the main Emerald login page.

The Emerald Web Configuration Server

TheEmerald Web Configuration Server was used during the installation process to install and configure the Emerald
5.0 database for the Emerald Management Suite. Although installation is the primary reason to use the Emerald Web
Configuration Server, thereatimes where it may necessary to modify the Emerald configuration such as changing

the database information, ODBC configuration and/or change the administrative operator passwords. The Emerald
Web Configuration options are available any time by staitiegWeb Configuration Server by doing the following:

1. Start the Emerald Web Configuration Server.
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On Windows systems:

a. Ifthe Emerald Web Server is not started, selgeb Server Debug Moddrom the Start
Menu/Program Files/Emerald/Server menu.

b. To loginto the Web Configuration Server, sel&¢eb Config from the Start Menu/ Program
Files/Emerald menu.

On Linuxand Solaris systems:

a. I f the Web Configuration Server is not started,
[ usr/ |l ocal / euteehe eomtadd "demerwebsonaniy".

b. Open aweb browser and go to the URL: http://127.0.0.1/settings.

2. When prompted, enterldsernameand provide the general ConfiguratiBasswordprovided during
installation and initial start of the Web ConfiguaatiServer (or other Emerald Management Suite
Administrator). The creation and access of this password is described abovitiaii®atabase
Configuration section above.

Emerald Weh 5.0.001a Configuration server Zave Changes Eeset Changes Change Password

MMenu Options

+ S

e Encryption
Welcome, select an item from the menu eptions list to get started. When your finished manager
making changes click 'Save Changes' « Database settings
o« ODEC control
Mote: The default password for this configuration server can be changed wia the 'Change panel
Password' option above. » Debug options

o Create database

Emerald Printing Configuration

On all operating system platforms

Emeratl Printing and Preview features may rely on the processing of PDF documents when the crystal report engine
and crystal reports are available. Therefore, a PDF Viewer ofifPkigould be installed on all Emerald Client

machines if using crystal report®lease go ttittp://www.adobe.corfor more information regarding the download

and installation of the Adobe PDF Viewer. The Emerald report engine included with Emerald 5 does not require a PDF
viewer.

Secure Socket Layer (SSL) Configuration

The Emerald Server natively supports SSL (Secure Socket Layer) transactions. To enable SSL support, enter a port
for the SSL connection to listen on in the Security section. A samplérnsted certificate labeled IEA Softwate¢

is included, however you will most likely want to obtain or generate your own certificate especially if allowing
customer access to Emerald. Use of the included default certificate provides-emdi data encryption however

due to lack of a trust lstionship and well known private key the SSL connection can be compromised in
environments where an active marthe-middle attack is possible.
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Creating SSL Certificates and SSL Certificate Signing Requests (CSRs)

Please follow your CA's (Certificateuthority) instructions for generating key pairs for Apache+SSL or OpenSSL as
Emerald uses the OpenSSL engine to provide SSL encryption. The openssl.exe toolis located in the folder Emerald
was installed to on windows platforms. This programis inclugigdthe operating systemon Linux'FreeBSD

platforms.

Here's an example commadide for creating the CSR (Certificate Signing Request)xay:
openssl regnew-nodes-keyout private.penout public.csrconfig openssl.cnf

When prompted, the commomme of t he certificate Acnd must match t he
web server. (For examplensw.myserver.com

When asked to set a certificate password leave the field. dizmkot

enter a pasno rd Entering a certificate password will require you to manually enter an SSL password each
time the Emerald web server starts.

The next step using a text editor or similar software combine your private key (private.pem) file and public key
retutmedm response to the signing request from the certific

Certificateo file. The resulting file should appear to
private key pairs.

----- END RSA PRIVATE KE¥---
----- BEGIN CERTIFICATE----

----- END CERTIFICATE----

The begin and end private key sections with 5 dashes must be entésatitasut removing the section labels. In
t he exampl e ab ov ee6f&encodep ceeificaendatsin thetaetualdiless

Go to the emerald configuration web interface (/settings).
In the security section configure the following options:

SSL Certificate contains your Public/Private keys.
SSL CA Certificate containstle key chain fAlntermediate certificateso pr ¢

To create a 'seffigned’ certificate file without a central trust authority use the following commands:

openssl genrsaut private.pem
openssl regnew-x509-key private.perrout public.pemconfig openssl.cnidays 5000

Combine the private.pemand public.pemfiles into one file and enter the full pathname to this file in the SSL
Certificate field. Leave the SSL CA Certificate blank.

Launching and Logging on to Emerald
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To startexploringieer al d s features you need to launch it within
specifically supports both the Microsoft Internet Explorer and Netscape Navigator web browsers. To launch
Emerald, do the following:

1. To login to the Emerald servasing your default web
browser do the following. On Windows systems, select
Web Login from the Start Menu/ Program Files/Emerald
menu.

On nonWindows systems, start a web browser and go tt
the URL: http://localhostYour System Administrator (3 B e e we i v ol et
configured the Emerald site location during the Emerald
server installation.

Please enter your username and password below to log into the system.

Username

2. Emerald Management Suite login screen, enter your Fasserd
Emerald operatddsernameandPasswordand click on the et |
Login button, or just press tHenter key. The Emerald System Administratondigures valid username and
passwords, as well as assigning individual operator privileges, during system installation and configuration.

Note: The first time you log into the Emerald Suite after installation, use the default Username and Password
values®Admind apass® 9 respectively. These values are supplieid

during installation.It IS required the default Emerald Administrative account
password be changed immediately upon initial login to the system.

Note:

It is critical for the operation of the Emerald Management Suitecihaitiesjava script and popuplse enabled
within all web browsers accessing the Emerald Server. Within Microsoft Internet Explorer this is done within the
Browser Tools/Internet OptionSecurity/Custoroptions. Within Netscape Navigator this is done within the
Edit/Preference#dvancedptions.

Overview: Emerald Administrative Options

The Emerald Administrative options are used to configure the biling and account selections avedaiglaout the
Emerald Management Suite, as well as configure the general settings for the system environment and RadiusNT/X
component.

| General || Pre-Paid || Sales || Rating || Resellers || Client |
| Services || RADIUS || Accounting || Reports & Logs || Incidents | Apply
| Scheduler || Web Interface || Security || Advanced || Database | Logoff

The following gives a description of the main Administrative options and what types of system settings they are
used to configure:

1 General Used to configure the available options for MBR and Service account general informational
fields including Domains, Biling Groups, Service Groups, Custom Data, Regions, SMTP, FTP, Address
Types and Notices.

1 Pre-Paid Providesfor the creation and management of prepaid access cards. The prepaid menu includes
configuration of Sequences, Batch Types and Prepaid Batches.
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1 Sales Used to define sales staff, sales related reporting and commissions. The Sales menu includes the
definition of Sales Persons, Referrals, Cancel Reasons and Commissions.

1 Rating: Provides for the management of usdgsed rating of call records, network flows as well as third
party data. The Rating menu includes the definition of Rates, Rule Sets, Tsn&&et Classes, Intervals
and Data Sources.

1 Resellers Used to define mulibrganization grouping and reseller configured service pricing. The
Resellers menu includes the definition of Organizations, Biling Groups and Service Pricing.

f Accounting: Usel to configure the available options for most biling related settings for MBR and Service
accounts including the definition of available Charge Types, Pay Periods, Taxes, Tax Exemptions,
Discounts, Biling Cycles, Send Methods, GL Codes, Batch Procedsesi-ees and One Time Charges.

1 Services Used to configure service type related options including defining Service Types, Custom Data,
External Systems and Package Types.

1 RADIUS: Used to configure the integrated RadiusNT/X environment. This is¢ia@s to configure the
RadiusNT/X application when it is used in conjunction with the Emerald Management Suite (Note: Local
RADIUS Server configuration is still required to be performed through the RadiusNT/X Administrator). The
RADIUS menu includes theonfiguration of Vendors, IP Groups, IP Service Types, Server Types, Server
Groups, Roam Servers, Roam Domains, Reject Attributes, DNIS Groups, Filter Groups, Group Concurrency,
Clear Online List and Auth Test Config.

1 Reports & Logs: Provides for the coitfuration of reports and the management of Emerald related logs.
This menu includes the configuration of Reports, Report fields, Log trimming and Syslog filtering.

1 Incidents: Used to define Emeralds CRM related features for the management of Incidiaistsnenu
includes the configuration of Incident Types, Incident States, State Groups, Operator Roles and Priorities.

1 Schedulet Used to define the Emerald atdoheduled tasks and view the status of the completion of
those tasks. Scheduled tasks rafigm system actions to biling processes.

f  Security: Used to configure Emerald system security including the definition of Emerald operators,
operator groups and their system privileges, IP group restrictions, group rights and database sensitive field
enayption.

1 Web Interface: Used to configure Web Interface and related Emerald system options. This menu
includes viewing Active Sessions and configuring of Themes, Signup Servers, Web Links, Client Settings,
Operator Limits, Operator Settings, CustomettiSgs, License Keys and Languages.

1 Advanced Used to make changes to internal data and advanced features required for Emerald to operate or
extend Emeralds functionality. Options in the advanced menu should not be changed without direction from
supportstaff.

1 Database Used to manage basic database functions, including running a query and seeing the current
database activities.

1 Client: Returns you to the Emerald Management Suite Home page and Emerald Client options.
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1 Apply: After changes are madetine Emerald Administrator this option ensures the changes are made
active by reloading internal configuration and data caches as well as pushing reconfigure requests out to
remote instances of RadiusNT/X and the Emerald task scheduler.

Typically, configuation of the Emerald Management Suite is best approached by sequentially navigating the
Administrative menu options from left to right. Some administrative options are dependant upon other administrative
options being populated prior, such as Biling @ss that are referenced throughout many of the administrative

options for both option grouping and security. The following sections describe all the Administrative options in
detail.

General Configuration

TheGeneral configuration option under the Emé&taAdministrative menu is where most of the Master Biling Record
and Service account informational field selections are defined. The General options work closely with the
administrative Accounting options that additionally define MBR and Service ace@lattions. The General
configuration options are presented below.

jood Admin General Menu

| Domains || Billing Groups || Service Groups || MER Custom Data || Regions

[“smTP |[Fre |[“Address Types | [ Hotices |

Domains

Emerald Domains represent ettt

et domaine. The T T T T S

Internet domains that your e icasoftware.com Allew ISP

organization is affiliated with should be defined as the minimal Emerald Domain entries, butralngrrof Internet
domains may be defined. All defined Emerald Domains will be available as selection options within the Service
account screen, and can be used to determine default email addresses on Service entries.

Domai: |15P Choosing thédomains General Admirgtrative
DS Domain: fiea-software.com External Ref # | option will present the display of all existing
Description: |A New ISP Emerald Domain entries, as shown above. Retrieve
Billng Group: [Global =] Service Group: [None -] a domain entry for view and/or edit by clicking on
Customer Acoess: [No =] Sort Order: o the desired entry. To remove a domain, click the
Domain Ovwner MBR: | Delete link next on the selected entry. To add
Select Owner MER | View MER | Clear MBR selection new domain, click th&lew Domainlink. The
_Updiate | Domain entry fields are described below. Press the
Update button to save the new or modified Domain
entry.
Domain Choose a name for Emerald to reference the domain.

Mail Domain | Enter the full Internetdomai addr e s s -s scfutcwa raes. cfioi neda

Description Enter a short domain description, or note of comment.

Billing Group | Select an exsting Biling Group from the provided pick list to associate this domain with. If a Billing
Group is selected, only MBReom this Billing Group will have the option to assign this domain to the
Service accounts.

ServiceGroup| I n addition to Billing Groups, this domain
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Customer When 6Yes & tvaiakde fobselettian by theendaiser when adding a new account via th
Access manage accounts menu within the customer account center. Note: In order for users to be able tq
domains the service type must have issiomenahkied.l | ¢

Sort Order Enter a numeric value to indicate the display order of this Domain entry. The sort orderis used to
entries from lowest to highest numerical order.

Domain Setting a domain owner enables only the specifiedRMBuse this domain when adding new services
Owner MBR | the MBR. When a Domain owner is chosen the Domain cannot be used by any other MBR or as
setting for Biling Groups, Sighup Servers and Prepaid cards. If a Domain is already used as a gef
unavailable to be assigned to a specific MBR and the Domain Owner dialogue is not shown.

Note:

In general, throughout the Emerald Administrative options, once an option has been assigned, there is no Ipnger the
option to Delete the entry. This guataes the integrity of the Emerald data by not allowing values in use by other

parts of the systemto be removed. For example, once a Domain has been assigned to an MBR Service ac¢ount, that
Domain entry can only be removed if the MBR Service account Dowadile is reassigned to a different value.

Billing Groups

A Bllllng Group deflnes a Set Of| Hew Billing Group H Edit Group Defaults |

MBRs that haVe b|"|ng Billing Groups

characteristics in common. ST STPRN SNTYTRN TETIT) CETRY SIS ST S
B||||ng Groups are important to I5Ps IEA Software, Tnc ISP Default Default Default Default Delete

Emeralddés configuration because

they allow different billing features and ambs to be designated to only a specific group of MBRs, or the billing

options can remain global and apply to all MBRs. The Biling Group assigned to an MBR is very important because it
can affect the choices available for many field selections on MBRSandce account entries. There are many

Emerald configuration options that can be associated with a Biling Group that will restrict and/or cause default
behavior for members assigned to that group. These dependencies are described within this section.

Choosing theailling Group General Administrative option will present the display of all existing Emerald Billing
Groups, as shown above. Retrieve a biling group entry for view and/or edit by clicking on the desired entry. To
remove a billing groupglick the Delete link next on the selected entry. To add a new billing group, cliblethie

Group link. The Biling Group entry fields are described below
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Organization: |IEA Software, Inc -
Default Domain: |ISP >
IMame: |ISPs

Description: |ISP

Eeport Logo URL: |http:fﬂ'\/\mfw.|ea—saﬁware comfimages/iealogod.c

Invoice Report: I

Inveice Text Report: |

Statement Report: |

Statement Text Eeport: |

Service Types |Yes =

Rilling Group Company Details
Name: |\SP Inc

Address 1 |1234 Someplace Ave

Address 2 |

City: ISnmeWhere

State: [ar Zip: [29999

Country. IUmited States

Phone: [609-444-2455
Fax [

Email From: |5a|es@|earsuﬁware com

Package Types IEI Email Subject: |\SF‘ Billing Account
Billing Cyeles IEI Email Invoice: IW
Domains lm Email Staternent lm
Eegions IEI ““““““““““““““““““““““““““““““““““““
Global Options: Pay Periods IEI ¥ Active Status
Discounts m ¥ Home Phone
Charge Types m v Work Phone
Sales Persons IEI (= Semie
Send Methods IEI (5 Bl Ak
. . ¥ Company
Incident Types IEI Visible MBR. Fields: 5 A
v Eenewal v Sales Person
Allowed Pay Methods: ] e E Referred By
[~ Bank Transfer ¥ Comments
™ Other ¥ Region
TTP Dirsctory: [dpcpusi2 v Initial Package
Sort Order: l1— Active lrs;l

Organization

Organization the biling group is to be associated with.

Default Domain

Choosea default domain for this Biling Group. When the Biling Group is later assigned to an M
the domain specified here will be supplied as the default domain value on the MBR Service acc
screen (the default may be ow&tden) and can subsequentlyalse used to determine user defau
email addresses.

Customer Theme

If a theme is selected the chosen theme is preferenced when an end user within this group log
the customer account center. The setting does not apply to the signup server or @perce.

Name

Choose a name for Emerald to reference the biling group.

Description

Enter a short biling group description, or note of comment.

Report Logo URL

For HTML rendered reports this sets a remote image URL for display on customer invoices
statements and some customreports.

Invoice Report

Select the report format to use for the generation of mailed/printed invoices for MBRs of this bill
group. This option allows customization of invoice format per biling group. If no Invoice Rsport
provided, the general Biling Group Default Invoice Report will be used for this Biling Group.

Invoice Text
Report

Select the report format to use for the generation of emailed invoices for MBRs of this billing grd
no Invoice Text Report isrpvided, the general Biling Group Default Invoice Text Report will be ug
for this Billing Group..

Statement Report

Select the report format to use for the generation of mailed/printed statements for MBRs of this
group. This option allows cusitwzation of statement format per biling group. If no Statement Re
is provided, the general Biling Group Default Statement Report will be used for this Biling Groug

Statement Text
Report

Select the report format to use for the generation of ednailetements for MBRs of this billing grouy
If no Statement Text Report is provided, the general Biling Group Default Statement Text Repor
be used for this Bilihg Group..

Global Options

Choose 6Yesd to all ow MBgouptodntidle Gobdl aptiohs| as wedl a
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the options specific to the billing group.
those specifically set up for this biling group.

Allowed Pay Controls those pay methods availatdeMBRs within this biling group.

Methods

Visible MBR When editing an MBR that is a member of this biling group the visibility options control which fi¢

Fields are displayed in the MBR edit form.

Sort Order Enter a numeric value to indicate the display omafahis Biling Group entry. The sort orderis useg
to sort the entries from lowest to highest numerical order when the Biling Group entries are pre
in selection pick lists throughout Emerald. A negative sort hides the biling group from ditaailab

Active Intended to temporarily disable network access for all services within the biling group.

FTP Directory

Enter the physical directory path to be assigned to the MBR Service accounts associated with
Biling Group.

Biling Group
CompanyDetails

Provide the Company name and address infor
generation and distribution. This option provides the ability to track company name and addre
information associated with external entities that yave established as Emerald Biling Groups.

Email From

Enter the email address from which biling items are to be sent from (identifies the sender to the
recipient) for members of this Biling Group.

Email Subject

Enter the subject that should ineluded on all emailed biling correspondence for members of this
Biling Group.

Email Invoice

This setting specifies how Invoices are sent via email for all MBRs within the biling group havin

emai l send met hod. Whence®t wifilSle nbde Aeunmao rhaetd
billing groups from the fACliento / ABilling
the Emerald task schedul er. When set ASen
from thée mMBliilémnngo / ASend Billso menu. WHh

email invoices automatically for a billing group however individual invoices can be emailed manu
fromthe MBRs invoices menu.

Email Statement

This setting specifies hoBtatements are sent via email for all MBRs within the biling group havi

an email send met hod. When set ASend Auto
AAIl O billing groups from the ACI| i ¢wherdschedufed
via the Emerald task schedul er. When set

from the fiCliento / ABillingo / fASend Bills

email statements automatically fob#ling group however individual statements can be emailed
manually from the MBRs statements menu.

Invoice Batch
Printing

When set fiHide Pendingd any invoices that
Emerald biling / send bills menuwil not be displayed for this
useful for situations where only statements are mailed out to the end user and invoices only ng
be printed manually from each MBRs invces cin
pending for printing for postal delivery for the biling group is displayed in the Emerald billing / s€
bills menu.

Statement Batch
Printing

When set fiHide Pendingd any statements pen
biling/send bills menu will not be displayed fo
for situations where only invoices are mailed out to end users and statements only need to be
manually from each MBRs stame@eimegdsamgnset at\
postal delivery for the biling group is displayed in the Emerald biling / send bills menu.

Press théJpdate button to save the new or modified Biling Group entry.
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Configuring General Billing Group Default Values

There are general Biling Group Defaults that may be automatically applied over all Biling Group entries. If one of the
Billing Group field values is not explicitly defined for
be acceptednd applied for the entry.

Configure the Biling Group Defaults by pressing it Billing Group Defaults link on the Biling Group main
screen.

Restricting Accounting options to a specific Billing Group

Emerald allows restricting certain Accoumgiand Global biling options to a specific Biling Group. Once associated
to a specific Biling Group, that option will only be available to MBRs of that Biling Group, or those under a Billing
Group with Global options.

Once one of the following typef Accounting or Global option entries has been created, it can be individually

associated to a particular Biling Group: Service Type, Region, Biling Cycle, Pay Period, Discount. A Biling Group

can have any number of billing options associated witihe Biling Group assignment is performed on the

particular option entry screen by selecting a Biling Group from the presented Biling Group pick list, an example using
the Region option is shown t o t hlectedongheoptionsdrden,thdre def aul
option entry will remain available to all MBRs, regardless of Biling Group.

On new and existing Biling Group entries, you may find a message displayed within the group entry indicating, for
example: ONo Saedi te Thwpe @soupob. This is a status mes:
this type (for example: Service Type, Biling Cycle, Region) have been restricted to this Billing Group. This is just an
informational message and requires no actignt & not mandatory to restrict any options to a specific Billing

Group.

Regions

Regions

Emerald Regions are generally geographical g SENCTE SRy ST S

areas that indicate the different areas where mgacwm Global il Delete
your organization provides its services. My Town Global el
test region Group t3 g

Emerald Regions are informational only
however they may also influence taxes assigned to accounts (See Tax Groups) and are used primarily for reporting,
grouping, or external integration purposes only.

- e Choosing th&RkegionsGeneral Administrative option will present the display of all
Eegion: lMmimn— .. . . . .. . . . s
_— exsting Region entries. Retrieve an existing Region for view and/or edit by clicking
g o Gobsl on the desired entry. To remove a Region, click the Delete link next on the selected
Service Group: None = entry. To add a new Emerald Region, click Neav Regionlink. The Region entry
Sort Crder: i fields ae described below.
Update |
Region Choose a descriptive name for Emerald to reference the Region.
Billing Group To restrict this option to only be available to MBRs of a particular Biling Group (and
Biling Groups with Global Options), select the desiredjliGroup from the presented
pick list. I f the default O6AIIl Groups
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all MBRs, regardless of Billing Group.
Service Group In addition to Biling Groups, this region is also accessible to servicepgrthat include
iRegiona.

Sort Order Enter a numeric value to indicate the display order of this Region entry. The sort or
used to sort the entries from lowest to highest numerical order when the Region en
are presented in selection piks throughout Emerald.

Press théJpdate button to save the new or modified Region entry.

Quick Tip:
|Regions may be used for many different grouping purposes, rather than just geographical.

MBR Custom Data Fields

TheMaster Custom Data Fieldsoption alows you to define extra fields of information that your organization would

like to track for each MBR, or each MBR of a specific Biling Group, within Emerald. The extra MBR account data
types defined here will be presented within the MBR detail disatety MBR edit form allowing the Emerald operator

to optionally enter a value for each of the additional MBR data fields. MBR Custom data fields are informational only
and are used by Emerald for reporting and tracking purposes only.

Choosing théVBR Custom Data Fields General Administrative option will present the display of all existing MBR
Custom Data Field entries. Retrieve an exsting Data Field entry for view and/or edit by clicking on the desired entry.
To remove a Data Field, click the Delete liméxt on the selected entry. To add a new Data Field, clickeémeField

link. The MBR Custom Data Field entry is described below.

MBE Data Type
Drata Field | Mumeric fisld test =

Eilling Group IGIohaI 'l Eequired IND 'l
Sort Crder ID

Data Field This entry will be displayed as the label for the Custom Data field on the MBR account
screen.Aval bl e data fields are configured fI
Fieldsd menu.

Biling Group | If the MBR customfield is only to be tracked for MBRs of a specific Biling Group, select
appropriate group fromthe Biling Group selection piclsl t . I f the O0AI
is accepted, the MBR custom field will apply to all Emerald MBRs.

Required Requires an operator to enter a value for this custom data field before they are able to
changes to the MBR.

Sort Order Enter a numée value to indicate the display order of this Incident State entry. The sort
is used to sort the entries from lowest to highest numerical order when the data types
displayed.

Press théJpdate button to save the new or modified MBR Custom Critdd entry.
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Address Types

TheAddress Typesoption allows you to Address Types

define additional contact and/or address MY " T
. . . . Shipping Address Delete

information that your organization would ;. .. .. o

like to optionally track for each MBR T Delete

account. The extra Address Types defined
here will be presented thiin theAddressessection of the MBR account entry screen options, allowing the Emerald
operator to optionally enter a value for each of the additional Address Types specified.

Address Types
Address Type: |N0rma| address field

Choosing thedddress TypesGeneral Administrative option will
present thelisplay of all existing Address Type entries. Retrieve

First and Last Name an exsting Address Type entry for view and/or edit by clicking

=

2 BRI on the desired entry. To remove an Address Type, click the
Dl cciivmess Delete link next on the selected entry.
[T Company
Allowed Fields:
2 Add_”ss To add a new Address Type, clitie New Address Typdlink.
:: EE‘I The Service Custom Data Field entry is described below.

M Comnents

Eequired Fields: IFirstName, LasthMarme, City, Zip
Sott Order: ID
Update

Address Type Enter a description of the Address Type. This entry will be displayed as the label for the Ad
option on the MBR account Addresses entry screen.

Allowed Checked fields are displayed when an operator manages an address entry of this type. Fie

Fields are not checked are hidden from view.

Required A comma separated listing of required fields. The following field names are avadatii®@ose

Fields from: FirstName, LastName, Phone, Fax, Email, WWW, CountryID, StatelD, Company, Addre!
Address?2, City, Zip, Comments.

Sort Order Enter a numeric value to indicate the display order of this Address Type entry. The sort ord

used to sortite entries from lowest to highest numerical order when the Address Types are
presented in selection pick lists throughout Emerald.

Press théJpdate button to save the new or modified Address Type entry.

SMTP

The Emerald Management Suite has a buiNaTP client used to

automatically send invoices and statements, as well as mail other
information, to your customers. In order for the mail client to work
correctly, it needs to be fully configured before biling. The General men
SMTP option providesdf the configuration of the SMTP client. The Banal Password: [emeraldpassword
Emerald Administrator is only able to customize the information within th| el Doman Jie-sofware con

Emeraldprovided Global SMTP options; the options cannot be deleted,| Pl Admin admingieasotware com
added to Email Accounts: |hillmg@\ea—snﬂware com

Etmail Max Retries: |16
Update |

Email Smart Host: |myma|lsenrer.mydomaln.com

Email Login: |emera|dma\|
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Choosing the&sMTP Global Administrative option wilbresent the display of the current SMTP configuration. The
Global SMTP options are described below. Note: When defining an SMTP server its important to make sure the
SMTP server is configured to allow relay mail fromthe IP Address of the computerdEmmerestalled or provide

credentials for SMTP authentication so that outgoing email can be relayed to external domains.

Email Smart Host

Enter the email SMTP server hostname.

Email Login

For SMTP authentication this is the login name sent to the SMRRE
Note: CRAMMDS and LOGIN auth methods are supported.

Email Password

For SMTP authentication this is the password sent to the SMTP server.

Email Domain

Enter the full email domain name.

Email Admin

Enter the full email address, whereas the valillshow in the From: line of all noaccounting
related (such as incidents) mailings sent to users.

Email Accounts

Enter the full email address, whereas the value will show in the From: line of all accounting
related (invoices and statements) mailisgst to users if biling group specific information is
unavailable.

Email Retries

Maximum number of retries for temporary failures before no further delivery attempts are m

Press théJpdate button to save any new or modified SMTP option value change

FTP

The FTP Global option provides for the set up of default configurations applied toward FTP user accounts
established for your users. This is for use when you are using a directly supported FTP server-{ike Beev
Emerald Administrator ismy able to customize the information within the Emesaidvided Global FTP
configuration options; the options cannot be deleted, nor added to.

Choosing thé=TP Global Administrative option will present the
display of the current FTP user attribute dguafation. Retrieve an
existing attribute value for view and/or edit by clicking on the
desired entry. The Global FTP options are described below. WH grp peg nw vive: [Tpepuen
the Description value is clicked within the FTP Configuration displ

window, an entry

FTP configuration 3
FTP Allow Directoties: INo Sub-Directories  »
FTP Mazx Dir Stze: IleQB

Update |

box promptinipr the new Value entry for the

option will be presented for each of the following configuration
fields. The FTP Configuration options are described below.

FTP Allow If selected to do so, this option will restrict the users ability to ersabdirectories under the

Directories FTP user directory.Diddctyoni esxd ecpt itdre, 4
create their own directories.

FTP Max To restrict users to a maximum FTP directory size, enter the maximum kiee va

Directory Size

FTP Default DIR
UNC

Specify the base FTP directory for your FTP users by providing the directory path. If spe
Emerald will create this directory for your users upon account creation. Typically this is &
directory in UNC formai\servetusers Emerald willappend isername by default to this
directory when it is created.

Press théJpdate button to save any new or modified FTP option value changes.
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Service Groups

In situations such as Service Groups

SRSV e [ wowcooe | e ]
of resellers where many el I ]

a g Test service  ISPs, Group t3, group 1,  Service Types, Package Types, Billing Cycles, Regions, Pay Periods,
bllllng groups exstin th?\ | & group group 2, group 3, Charge Types, Sales Persons, Incident Types, Discounts
systemservice groups help

reduce the configuration burden by allowing items such as service types, payment periods, charge types and others
to be grouped together for assignment to multifliad groups. Without this grouping these items would need to
be created separately for each individual biling group.

Delete

For example lets assume Reseller 1 and Reseller 2 are each assigned a similar set of service types. Service Types A, B
and C. To supgrt each reseller this scenario requires a total of 6 service types (2 resellers * 3 service types) be
created.

Reseller 1 - Service A

Reseller 1 Bllling Group Reseller 1 - Service B

Reseller 1 - Service C

Reseller 2 - Service A

Reseller 2 Bllling Group Reseller 2 - Service B

Reseller 2 - Service C

Reseller 1 Bllling Group /\ Service Group - Service A
Reseller .

Reseller 2 Bllling Group D) Service Group Service Group - Service B

Reseller 3 Bllling Group Service Group - Service C

With service groups all similar resellers biling groups are assigned to a sgmige reducing the number of service
types needing to be configured from 6 for 2 biling groups or 9 for 3 biling groups to 3 regardless of the number of
billing groups assigned.

Edit Service Group

Service Group: |Test semice group

This iz a test ﬂ
Description: Service Groups apply only in an additive
=|| fashion to the traditional agnment
________________________________________________________________________________________ method where items such as service types
Service Types: [Included 2] Regions: [Inouded 2] are either assigned specifically to a biling
. _ . group or available globally to all biling
Discounts: IIncIuded I Charge Types: IIncIuded I groups having global options enabled.
Domans: IIncIuded 'l =ales Persons: IIncIuded 'I
Package Types: IIncIuded 'I Pay Penods: IIncIuded 'I
Eilling Cycles: IIncIuded vl Send Methods: IIncIuded vl IEA Software, Inc.
Tncident Types: IIncIuded 'I Sort Order: ID

Update |




Please see AAdmind / AGeneralo / fABilling Groupso for ad

The use of service groups is optional and not recommended if the Emerald system contains a small number of billing
groups or biling groups used generally for the purpose of restricting operator access.

Service Group Text uniquely describing the Bdéce group. This text willappear in selection lists throughou
the Emerald administrator when configuri
Description Text describing the purpose and use of this service group

Service Types When Al ncl udegdop istahailable far ®eleation when configuring service type
See AAdmind / #fAServicesodo /| #hAService Type

Discounts When Alncludedo this service group is aV
See AAdmind / HAAccountingo / ADiscountsg

Domains When Alncludedo this service group is aV
See AAdmind /| hnGeneraldo / fnDomainso

Package Types |When Al ncludedo this service group is aV
See AAdmrvwdclkesmS/ APackage Typeso

Biling Cycles When Alncludedd this service group is aV
See AAdmino / AAccountingo / ABilling Cy

Incident Types When Alncludedo t his s ectionwhercomfiguing ipcidens typasy
See AAdmind / fAlncidentso / Alncident Ty

Regions When Alncludedo this service group is aV
See AAdmind / fAGenerald |/ fARegionsaoO

Charge Types When @l ncl uideegobap istavaiable fa sekection when configuring charge type
See AAdmind / AAccountingo / ACharge Typ

Sales Persons When Alncludedd this service group is aV
See AAdmind / #hAocSmde@sod6 / ASales Pers

Pay Periods When Alncludedod this service group is aV
See AAdmino / AAccountingo / APay Period

Send Methods [When fAlncludedod this service group i sdsay
See AAdmind / HAAccountingodo / fASend Met ho

Sort Order Used to order selection listing of service groups when selecting a service group and also

displaying the service groups admin menu.

Notices
The Emerald email notification Notices

oriding now tstomer we.
including new customer welcome Jatches

L. Service expiration Test | Delete | Beset A
messages, incident status updates Epired service warning éjjtiineers“a“"“ SE:;'d e
account or Credit Card expiration 5-20 day service expiration Service expiration 0 Test | Delete | Reset Actives |
i i i Customers = Scheduls
warnings, payment recelpts, accoun fetice (Customers) —
past due warning and more. Ema Tuvoices e LA
Email Statements Email Statements Nis
Bulk Email Support Email ML

With requisite knowledge of the
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Emerald system additional types of notificati s can be created using the AAdmi no
me nu. Note use of custom types configured through the
document and standard IEA support offerings. Please contact your IEA Softwarentéptiee about the

possibility of implementing custom email notifications.

Email messages are sent out when the condition of a notice are met. Once this occurs emails are no longer sent until

after the condition is no longer met and then reoccurs. Asama mpl e we 6l 1 use an expired ac
expired account having subsequently been paid up and then at some point in the future is expired again. At each

point where the account is newly expired an email notification would be sent.

Notice Type The type of notice to be sent. Available notice types appear in the selection list. Once
selected a detailed explanation and use instruction is displayed below the notice descri
field in bold lettering.

Notice Description | Text uniquely describg the purpose of the email notification

Min/Max Days Fields specific to a notice type. See description above in bold for additional information.

Mail From From address of emails sent as a result of the criteria defined here. If Mail Fromis tmaittg
billing groups fAEmail Fromd field is use

Mail Subject Subject of the emails sent as a result of the criteria defined here. If Mail Subject is omittg
billing groups AEmail Subjecto field is

Mail CC An additional email address to Carboapgy when any emails matching this criterion are se
If Mail CC is omitted additional copies are not sent.

Notice Text of the message to be sent as a result of the criteria defined here. The notice desct
field shown in bold lettering usuallycamt ns a | isting of Avar.i
in the text of the message sent. Variables allow email messages to be customized for ea

EmeradvG Admi ni stratoro6s Guidlde IEA Software, Inc.


















































































































































































































































































































































































































