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Software License Agreement 
 

By purchasing or installing all or part of the Emerald Management Suite, you indicate your acceptance of the 

following License Agreement. 

 

 

Ownership of Software  You acknowledge and agree that the computer program(s) and 

associated documentation contained with the Emerald Management Suite (collectively, the ñSoftwareò) are owned 

exclusively by IEA Software, Inc. and/or its licensors. The Software contained in the package is protected under 

copyright laws and all copyright and other intellectual property rights relating to the Software are and remain the 

exclusive property of IEA Software, Inc. and/or its licensors. You may not rent or lease the Software, but you may 

transfer the Software and accompanying materials on a permanent basis provided you retain no copies and the 

recipient agrees to the terms of this Agreement. 

  

 

License  IEA Software, Inc. grunts to you, and you accept, a limited, non-

exclusive and revocable license to use the Software. You agree to use the Software in machine-readable object code 

form only as authorized in this License Agreement. This License Agreement does not convey any title or interest in 

the Software to you. You may only use the licensed number of Master Billing Records (MBRs) with the Software as 

stated in your purchase agreement.  

 

 

Scope of License You may not make any changes or modifications to the Software, and 

you may not decompile, disassemble, or otherwise reverse engineer the Software. You may not load, rent, lease or 

sublicense the Software or any copy to others for any purpose. You agree to use reasonable efforts to protect the 

Software from unauthorized use, modifications, reproduction, distribution and publication. You are not permitted to 

make any uses or copies of the Software that are not specifically authorized by the terms of this License Agreement. 

Your adherence to this License Agreement will allow IEA Software, Inc. to continue developing innovative and 

useful products and providing a high level of customer service and support. If you do not comply with the terms of 

this License Agreement, your license will be revoked. 

 

 

Updates and Support  All software updates are available via the IEA Software, Inc. web site.  

A maintenance contract is available for major version upgrades, which is not included or covered as part of the basic 

purchase agreement.  Technical support is available via E-Mail, support mailing lists, or a purchased telephone 

support contract. 

 

 

Trademarks  IEA Software, Inc., Emerald, RadiusNT, and the associated logo(s) are 

registered trademarks. All images, photographs, animations, audio, video and text incorporated into the Software is 

owned by IEA Software, Inc., unless otherwise noted by Trademark. 

 

 

Restricted Rights  The Software is provided with U.S. Governmental Restricted Rights. 

Use, duplication, or disclosure by the Government is subject to restrictions set forth in subparagraph ©(1)(ii) of The 

Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 or subparagraphs ©(1) and (2) of the 

Commercial Computer Software - Restricted Rights at 48 CFR 52.227-19 as applicable. The Software is also protected 

by International Treaty Provisions. Manufacturer is IEA Software, Inc. PO BOX 1170 Veradale WA, 99037  
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Miscellaneous  This License Agreement shall be construed, interpreted and governed 

by the laws of the State of Washington. Should any term of this License Agreement be declared void or 

unenforceable by any court of competent jurisdiction, enforcement of the remaining terms shall not be affected. 

Failure of either party to enforce any rights or to take action against the other party in the event of any breach of this 

Licensing Agreement shall not be deemed a waiver of any subsequent enforcement of rights.  

 

Limitations of Liability and Remedies  In no event shall IEA Software, Inc. or its licensors be liable for any 

loss of profit or any other commercial damage, including but not limited to special, incidental, consequential or other 

damage, even if IEA Software, Inc. or its licensors are advised, in advance, or the possibility of such damages. IEA 

Software, Inc. and its licenserôs entire liability and your exclusive remedy shall be, at IEA Softwareôs option, either (a) 

return of the price paid, or (b) repair or replacement of the Software. To the maximum extent permitted by applicable 

law, IEA Software, Inc. and its licensors disclaim all other warranties, either express or implied, including but not 

limited to, implied warranties with regard to the Software, the accompanying material. This Limited Warranty is void if 

failure of the Software has resulted from accident, abuse or misapplication.  You may have other specific legal rights, 

which vary from state/jurisdiction to state/jurisdiction.  

 

Should you have any questions concerning this license agreement, please contact IEA Software, Inc.  PO BOX 1170 

Veradale, WA 99037 U.S.A. (509) 444-BILL (2455). 

 

Information in this document is subject to change without notice.  No part of this document may be reproduced or 

transmitted in any form or by any means, electronic or mechanical, without the express written consent of IEA 

Software, Inc. 

 

 

Trademarks 
 

Emerald Management Suite, RadiusNT, and RadiusX are trademarks of IEA Software, Inc. 

Intel is a registered trademark of Intel Corporation. 

Transact-SQL is a registered trademark and DB-Library is a trademark of Sybase, Inc. 

Oracle is a registered trademark of Oracle Corporation. 
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All Rights Reserved, World Wide 
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 Preface 
 

The Emerald Administratorôs Guide is designed to provide detailed technical information for those installing, 

configuring, and administering the Emerald Management Suite.  This technical manual complements the Emerald 

Userôs guide.  It is recommended that you read the material presented within the Emerald Userôs guide prior to 

attempting to administer the Emerald Management Suite in order to gain a thorough understanding of the 

configuration options available to you. 

 

The Emerald Management Suite is designed to utilize Microsoft SQL Server, Sybase ASE or Oracle relational 

database package for data storage.  The database package must be installed and configured outside of the Emerald 

Management Suite environment.  The Emerald documentation offers no specific information regarding the 

installation, configuration, operation, or maintenance of the back-end database application.  It is highly recommended 

that the database application documentation be available during Emerald Management Suite installation and setup.  

A good working knowledge of your database server will aid in understanding some portions of the Administratorôs 

Guide.   

 

 

Getting Started 
 

The Emerald Administratorôs Guide will walk you through the process of installing the Emerald Management Suite 

and using the Emerald Administrative options for system configuration. Each chapter includes fundamental 

information as well as providing step-by-step guide on using the application. The step-by-step instructions include 

screen shots of the application that display the information needed to complete the presented tasks.  The information 

shown in the screen shots is generic; your screen may look slightly different at points due to the amount of 

information that may be currently stored within your user database.   

 

The Frequently Asked Questions (FAQs) and Troubleshooting chapters anticipate questions, concerns or problems 

that you may encounter during the installation and use of the Emerald Management Suite.  Additionally, Quick Tips 

scattered throughout the manual are designed to resolve common procedural errors or questions that may arise while 

using the application. 

 

 

Document Conventions 

 

The Emerald Administratorôs Guide has standardized document conventions to help you locate, interpret and identify 

information. They are provided to show consistent visual clues and a standard key combination format to assist you 

while you learn and use Emerald. 

 

Format Representation 
 Bold Menu option to be selected, icon or button to be clicked. Also used to identify key terms. 

 Italic Directory or filename. Also used to emphasize a word, term or concept. 

 ñquoted textò This is text that you need to type. Do not include the quotation marks in your entry, but 

rather just the text within the quotation marks. 
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System Requirements 

 

The Emerald Management Suite operates within a web environment that is based upon an integrated web server.  

Emerald is accessed via a standard web browser, supporting IE 6+, Mozilla firefox and other JavaScript and CSS2 

compliant browsers.  Emerald requires database server access, requiring either Microsoft SQL Server 2000, 2005, 2008, 

Sybase 12.5+ or Oracle 10+ to be installed and configured before the Emerald installation takes place.  

 

The Emerald Management Suite has the following minimum system requirements that should be verified by your 

System Administrator before installation.  Please note that the independent database server/client and web browser 

installations need only be accessible to the Emerald server, not necessarily reside on the same computer. 

 

¶ WINDOWS systems 

o Pentium-based PC  

o Windows NT 4, 2000, 2003, 2008, XP and Vista operating systems 

o 128 MB of free hard disk space for the software 

o 128MB of memory, more recommended 

o SQL Server 2000, 2005, 2008, Sybase 12.5+ or Oracle 10+ 

o Standard web browser  (IE 6+ or Mozilla firefox recommended) 

 

¶ LINUX systems 

o Pentium-based PC 

o Linux 

o 60 MB of free hard disk space for the software 

o 128 MB of memory, more recommended 

o SQL Server 2000, 2005, 2008, Sybase 12.5+ or Oracle 10+ 

o TCP/IP connectivity to RDBMS 

o Standard web browser (IE 6+ or Mozilla firefox recommended) 

 

¶ SOLARIS systems 

o SPARC workstation  

o Solaris operating system 

o 60 MB of free hard disk space for the software 

o 128 MB of memory, more recommended 

o SQL Server 2000, 2005, 2008, Sybase 12.5+ or Oracle 10+ 

o TCP/IP connectivity to RDBMS 

o Standard web browser (IE 6+ or Mozilla firefox recommended) 

Installation Overview 

 

Before installing the Emerald Management Suite be sure to install all necessary Database server components and 

ODBC drivers on the windows platform.  Database connectivity is included on UNIX platforms however Oracle 10+ 

client access libraries must be installed on UNIX systems if Oracle is to be used.  A web browser is required to 

perform the database installation and access Emerald. 

 

 

Important: 

The changes.txt file in the Emerald subdirectory notes all recent changes, known problems, platform-specific issues, 

and bug fixes that were made to the Emerald Management Suite that may not be included within the released 

documentation.  For the latest release and information on Emerald, access http://www.iea-software.com/docs within 
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your web browser.  **Reading this file is especially important when performing an Emerald upgrade installation and 

should be carefully reviewed before proceeding. 
 

 

Installation of the Emerald Management Suite itself involves performing the following three steps: 

¶ Installation of the Emerald Server 

¶ Creation of the Emerald database 

¶ Configuration of the Emerald Server through the Emerald Admin options.  

 

These installation instructions describe the installation of the Emerald server from a CD-ROM, or by first 

downloading it from the Internet and then installing. As part of the normal installation process, your System or 

Network Administrator will create and populate the default data and configuration information for the Emerald 

database.  These tasks are outlined within this document.  Please note that the Emerald database must be created 

and configured before the Emerald software can be used.  

 

In the case that you experience problems during the installation process, please refer to the troubleshooting/FAQ 

section within this document, the Emerald Administratorôs Guide, or contact the IEA Software Customer Support 

Department for further information. 
 

Downloading Emerald from the IEA Software Web Site 

 

All available product information, documentation, release notes, and product upgrades for access and/or download 

are available online from the IEA Software main web site (http://www.iea-software.com/) also provides important 

product information and customer support options for those who encounter problems or questions through the 

installation or use of Emerald.  This site should be checked periodically to obtain information regarding available 

product upgrades and upcoming new releases. 
 

This section briefly describes the process of downloading the Emerald Management Suite product from the IEA 

Software web site. 

 

1. From within a web browser, navigate to the IEA Software download center located at the following URL: 

http://www.iea-software.com/download. 

 

2. The current supported version of Emerald is located within the download center.  Enter your download center 

email address and password in the returning customer area to gain access.   Please do not fill out the customer 

form on the download center if you have already done so.  If you do not remember your access login or 

password leave the fields blank and click continue in the returning customer area to gain access or contact your 

IEA Software representative for assistance. 

 

3. When the download is complete, the downloaded file can be executed on the chosen platform to start the 

Emerald installation/setup program.  

 

Installation of the Emerald Server 

 

The Emerald Management Suite is capable of running on multiple operating system platforms.  The following 

sections detail the installation instructions for each supported platform. 

 

Windows Installations 

 

http://www.iea-software.com/
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The following installation instructions will work for both Windows NT and Windows 2000.  Before installing the 

program, make sure that the logged in user has sufficient access rights to the drive on which you will install Emerald, 

including having Windows Registry read/write access.   

 

On each installation wizard screen there will be a number of options offered on the bottom of the screen.  These 

button options are described below: 

¶ Next button will advance you to the next installation step 

¶ Back button will take you back to the last installation step 

¶ Cancel button will cancel the installation process 

¶ Reset button will clear any settings on the current page and refresh the display 

 

The physical installation of Emerald will not occur until the installation wizard receives the final user confirmation.   

Until that point, the installation configuration choices may be changed and/or cancelled without affecting your 

system or the machine you are installing on. 

 

Use the following steps to install the Emerald Management Suite in a Windows environment: 

 

1. Run the Emerald5.exe file from CD or from the 

temporary download directory in which it was saved.  

The Emerald Management Suite Installation Wizard 

welcome screen will be presented.  Press the Next 

button to continue the installation procedure.   

 

 

 

 

 

 

 

 

 

 

 

 

 

2. When the Emerald Software License Agreement 

screen appears, read the agreement by using the 

vertical scrollbars to the right on the screen.  To 

accept the Emerald Software License Agreement, click 

the óI acceptô radio button and choose the Next 

button.  If you do not accept the Emerald Software 

License Agreement, you will not be allowed to 

continue the Emerald Management Suite installation 

and you will need to cancel the installation by 

choosing the Cancel button. 
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3. Choose the Emerald Management Suite destination directory by either accepting the default directory location 

provided, or selecting an alternative by using the Browse button.  When entered, choose the Next Button.   

 

 

 

4. Choose the Installation Type.  Choose Typical to 

install the most common application features.  

Choose Complete to install all application features 

and documentation.  Choose Custom to have 

complete control over the Emerald features and 

components that get installed on your system.  The 

Custom option is only recommended for advanced 

users.  It is sufficient for most users to choose a 

Typical installation.  Once you have made your 

selection, choose the Next button to proceed. 

 

 

 

 

 

 

 

 

 

 

 

5. Confirm your previous installation choices and 

proceed with the physical installation by pressing 

the Next button.  To change one of your previous 

choices, choose the Back button.  To cancel the 

installation process, choose the Cancel button. 

 

If the installation is confirmed with the Next button, 

the application will begin the file installation and will 

prompt the user when the process is complete. 

 

 

 

 

 

 

 

 

 

 

6. When confirmation of a successful install is 

presented, press the Finish button to exit the Emerald 

Management Suite installation wizard.  

 

Once the system files have been installed, you are 

ready for the initial configuration of the Emerald 

Management Suite system.  Refer to the Initializing 

and Verifying the Emerald Web Service section of 
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the document to complete the required installation/configuration tasks. 

 

 

 

 

 

Note: 

Typically, in the case of possible installation problems on the Windows platform, the installation process will end 

with an error display of ñInstall Ended Prematurelyò.  In this case, the installation can be re-run in debug mode to 

obtain more details regarding the problem.  To run the install in debug mode, run the installation script from the 

command line by entering:  emerald5.exe ïI emerald5.msi ïl* emerald5.log.  This will create an installation log file 

called emerald5.log.  Please contact the customer support department at support@iea-software.com for more 

information regarding possible logging of the non-windows installation process. 

 

If you previously had EmeraldV5 installed and have removed it, the services may still exist (with a disabled state).  

They will be removed when you reboot your system.  You must reboot your system before installing Emerald under 

these circumstances, or the install will fail. 
 

Linux & FreeBSD Installations 

 

The following installation instructions will work for Linux installations as well as FreeBSD.  NOTE: Do not install the 

Linux version of Emerald on FreeBSD.  Install only the FreeBSD native package on this platform.  Before installing the 

program, make sure that the logged in user has sufficient access rights to the file system on which you will install 

Emerald. 

 

1. Extract the emerald5_linux.tar.gz or 

emerald5_freebsd.tar.gz file (from the CD or download) 

into a temp directory. 

2. Start the installer by typing ñ./install.plò. 

3. The first screen will list a set of components you can 

install.  To install a component, select the number of 

that component. Selecting the number again will 

deselect that component. 

4. Select C to continue when the desired components are 

selected. 

5. The files installed will scroll on the screen, with a final 

summary of installation status. 

 

Once the system files have been installed, 

you are ready for the initial configuration of 

the Emerald Management Suite system.  

Refer to the Initializing and Verifying the Emerald Web Service section of the document to complete the 

required installation/configuration tasks. 

 

Solaris Installations 

 

The following installation instructions will work for Solaris installations, supporting SPARC Solaris only.  Before 

installing the program, make sure that the logged in user has sufficient access rights to the file system on which you 

will install Emerald. 

 

mailto:support@iea-software.com
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1. Extract the emerald5_solaris.tar.gz file (from the CD or 

download) into a temp directory. 

2. Start the installer by typing ñ./install.plò. 

3. The first screen will list a set of components you can 

install.  To install a component, select the number of 

that component. Selecting the number again will 

deselect that component. 

4. Select C to continue when the desired components are 

selected. 

5. The files installed will scroll on the screen, with a final 

summary of installation status. 

 

Once the system files have been installed, 

you are ready for the initial configuration of 

the Emerald Management Suite system.  

Refer to the Initializing and Verifying the Emerald Web Service section of the document to complete the 

required installation/configuration tasks. 

 

 

Initializing and Verifying the Emerald Web Service 

 

During the Emerald Management Suite installation, the Emerald Web Server (Emerweb) was automatically installed 

and configured on your system.  The Emerald Web Server is always required to be running in order to access the 

Emerald Management Suite.  The Emerweb Service is pre-configured to start automatically upon system startup and 

will be available once the system has been restarted.  Please note that Emerald must be fully installed and the 

Emerald database must be created and configured before Emerald software can be used.   

 

By default the Emerald Web Server, once installed and initialized, will continue to run without interruption.  If there is 

a disruption and the Web Server must be restarted, contact your System Administrator to complete the following 

steps to verify and restart the Emerweb service. 

 

On Windows systems: 

1. To start the Emerald Web Server, select Web Server Debug Mode from the Start Menu/Program 

Files/Emerald/Server menu.  

 

On Linux and Solaris systems: 

1. To start the Web Configuration Server, change to the /usr/local/emerald directory: ñcd /usr/local/emeraldò.  

2. Execute the command "./emerwebsrv -debug". 

 

 

Upgrading from Emerald 4.5 
 

This section covers important information you should know about the differences between Emerald 4.5 and version 5.  

Before upgrading to Emerald version 5 please take some time to read this section carefully.  In addition to a 

significant number of new features the core Emerald system has undergone several major changes in the billing and 

reporting areas.  To obtain a list of new features in Emerald 5 please see our web site: http://www.iea-

software.com/products/emerald5_new.cfm.  If you are not upgrading from a previous version of Emerald you can skip 

this section. 

 

http://www.iea-software.com/products/emerald5_new.cfm
http://www.iea-software.com/products/emerald5_new.cfm
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Reporting 

 

The Crystal reports print engine and crystal report files for Emerald are no longer included with Emerald.  Emerald 

now uses its internal template system for report rendering.  This allows everyone to customize reports without the 

crystal viewer and improves the display of reports in mail clients and web mail clients as well as vastly improving the 

performance and reliability of report rendering.  Emerald still supports crystal reports and if installed both reporting 

systems may be used simultaneously for rendering system reports such as invoices, statements and payment 

receipts.  Crystal reports can also be used in the custom reports areas however report parameters for crystal reports 

are currently not supported.  We currently only include statement and invoice crystal reports specifically for Emerald 

5 with the main Emerald distribution.  You must obtain and install crystal reports separately to use this reporting 

system. 

 

Signup 

 

The separate signup server package included with Emerald 4.5 requiring PERL and a CGI capable web server such as 

Apache or IIS has been replaced with an integrated signup system.  Due to a fundamental shift in network access 

technologies the integrated signup server currently does not support auto configuration for CCK/IEAK/Gearbox 

dialup client software installer packages. 

 

Web Interface 

 

Configuration options to set interface colors, various font attributes, logos and the ability to include custom content 

have all been replaced by Emerald 5ôs theme system.  Please see the Emerald 5 administrators guide on Themes for 

more information including a listing of style and content customization opportunities. 

 

Billing Related 

 

¶ Payments added to the system can only be changed once either to void them completely or to set a 

corrected amount.  This policy is the same regardless of weather the payment has already been applied to a 

statement or not.  Previously in Emerald 4.5 operators had the ability to simply delete cash or check 

payments that had not yet been applied to a statement however after being applied payments could not be 

changed at all. 

 

¶ When changing an accounts service type you were previously prompted weather you would like the system 

to compute a pro-rate to account for any mid-term change of service.  This prompt has been replaced with 

service type level configuration of pro-rate options for various circumstances such as switching service 

types, new service or closing service. 

 

¶ The taxable field has been replaced with an exemption status system allowing the configuration of classes of 

exemptions at the tax, service type and MBR levels.  The tax system has been improved to support the 

application of an unlimited number of taxes and location based application of tax. 

 

¶ In Emerald 4.5 customers with a pay method of Credit Card or Bank Transfer who pay automatically via 

credit card are charged based on their statements ending balance.  In Emerald 5 the automatic creation of 

charges for customers having a Credit Card or Bank Transfer pay method is no longer dependent upon 

statement creation.  For this reason we recommend your billing routine in Emerald 5 be changed to make sure 

all CC/EFT transactions are processed before creating statements.  This way any relevant CC/EFT payments 

are included on the customerôs statement.  In Emerald 5 billing groups with pending CC/EFT transactions 
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appear in red in Emeralds Billing/Create Statements menu.  Please see the Emerald 5 users guide for more 

information on the Emerald Billing menu. 

 

¶ Pay Method surcharges are currently not supported. 

 

¶ The calendar billing ï billing cycle requires pay periods to be factors of 12  (pay periods of 1,2,3,4,6 or 12 

months).  If any other pay period is assigned to a billing cycle with calendar billing enabled - calendar billing 

is disabled for that service.  This is a basic requirement for calendar billing as other intervals lead to multi-

year drift of months within a calendar year customers are to be billed. 

 

¶ Separate pro-rate adjustments are no longer created on actions such as new account creation.  Instead 

Emerald 5 calculates any applicable pro-rates during the invoicing process.  In Emerald 5 if a MBRs billing 

cycle changes in a way that effects the anniversary date of the MBR Emerald automatically creates pro-rates 

to realign accounts accordingly. 

 

¶ In Emerald 5 Billing Cycle changes between balance forward and renewal cycle types will automatically set 

or reset account expiration fields as necessary.  Previously this needed to be done manually. 

 

¶ The use of Service Types to on a recurring basis apply credits to an account by setting a negative service 

type cost worked to some degree in Emerald 4.5 but was never intended or supported.  In Emerald 5 this is 

not acceptable and such a configuration will cause a billing error to occur preventing the invoicing process 

from running.  You will be warned during the upgrade if there are any service types configured with a 

negative cost. 

 

¶ The calculation of credits on close of MBR is now a fully automated process using service and package 

type level configuration to calculate a final invoice/account balance.  Acceptable Cancellation dates are now 

subject to assigned operator rights. 

 

  

¶ New MBR Acct Admin object group required for operators to manually change account expiration and billed 

thru dates. 

 

CC / EFT Processing 

 

The global CC/ACH options for configuring credit card and ach transaction processors have been moved to the 

Batch Processors menu option in the Admin/Accounting menu.  Please see the Emerald Administrators guide for 

more information on the new Batch Processor configuration.  The new settings allow multiple credit card and ACH 

processors to be used simultaneously. 

 

Usage Rating 

 

The Usage rating engine and interface has been replaced.  Please see the Emerald 5 Administrators guide on Rating 

for more information on the new system. 

 

EmerNet / Netflow traffic collector 

 

The EmerNet collector now uses Emeralds Real-time rating engine to aggregate and cost network flows.  The use of 

flow filtering for traffic accounting has been replaced with Emeralds real-time rating engine.  Flow filters are no longer 
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supported but still available.  Please see the Emerald 5 network collector guide and the ñRatingò section of this 

document for more information. 

Database backup and restore 

 

In Emerald 4.5 and some database servers you had the option of creating database backups directly from the Emerald 

Admin/Database menu.  This option is currently only available for Microsoft SQL Server.  For all other platforms you 

must use the tools included with your database server to perform regular maintenance and backup of your database 

server. 

 

Upgrade pre-requisites 

 

When upgrading to Emerald 5 from Emerald 4.5 you must have the following: 

 

V A separate computer to install the Emerald software different from your current Emerald 4.5 production 

system. 

 

V If the database server for Emerald 5 will be different from the existing 4.5 database server you must first 

backup and restore the Emerald 4.5 database to the Emerald 5 database server. 

 

V You must be running the latest version of Emerald 4.5 (4.5.10) before upgrading 

 

 

V Emerald 2.5 customers wishing to upgrade to Emerald 5 must first upgrade to 4.5 and then 5.0. 

 

V At least as much disk space available on the database server as is currently allocated for your existing 

version of Emerald 4.5. 

 

Upgrading Emerald 

 

The upgrade process creates a new database for Emerald 5 copying all existing Emerald 4.5 data into the new 

database.  This process does not alter the source Emerald 4.5 database but may adversely affect system performance 

for the duration of the upgrade process. 

 

To upgrade Emerald follow the steps outlined in the ñInitial Database Configurationò section below.  When creating 

the Emerald 5 database in step 9 choose your existing Emerald 4.5 database from the ñConvert Emerald 4.5 databaseò 

selection list and choose the type and quantity of call records you would like copied into the new Emerald 5 system. 

 

Post upgrade checklist 

 

After the database creation process has completed login to Emerald using a global administrator operator account.  

Upon login enter the Emerald 5 license key you were provided with as prompted and choose the óClientô menu option 

from the Administrative menu.  You will be prompted to continue with the upgrade process by clicking the link 

entitled ñI am in the process of upgrading to Emerald 5 and wish to continueò.  This process may take anywhere from 

a few minutes to several hours depending on database performance, the number of MBRs and the amount of billing 

history within each MBR.  After this process has completed successfully you may begin using the new version of 

Emerald.  If the process does not complete successfully re-run it by following the link provided.  If this process still 

will not complete successfully report the full text of the error(s) displayed to your support representative. 
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Emerald 4.5 alternate time and alternate data rates for RADIUS call rating are not converted automatically to Emerald 

5.  If you are using alternate rates you will need to manually configure them via the ñAdminò  / ñRatingò / ñRate 

Rulesò / ñConfigurationò menu.  See the ñRatingò section in this document for more information.  This configuration 

must be done if necessary before enabling rating from the RadiusNT/X administrator. 

 

No Emerald scheduled tasks are brought over from Emerald 4.5.  Instead a default set of scheduler tasks are installed 

with the new Emerald 5 database.  All automatic invoicing, statement creation, CC/EFT batching and emailing of 

invoices and statements are disabled initially.  You may enable these tasks as necessary from the ñAdminò / 

ñSchedulerò / ñConfigure Schedulesò menu. 

 

Those previously using the Email notification add-on to Emerald 4.5 will need to manually create and schedule the 

Emerald 5 versions of these notices from the ñAdminò / ñGeneralò / ñNoticesò menu. See the ñNoticesò section below 

for more information. 

 

 

 

Initial Database Configuration 
 

If you are installing Emerald on the windows platform using the embedded database server included with Emerald 

(Emerald /w MSDE - Emerald5DB.exe) you may follow the Emerald + MSDE Quick install guide located in the 

Emerald/Docs program group or at the following Internet URL: http://www.iea-software.com/docs to install the initial 

Emerald database.  If you are not using MSDE or are upgrading from a previous version of Emerald the quick install 

guide does not apply to you. 

 

Once the Emerald Server installation is complete and the Emerald Web Server has been initialized, the Emerald System 

Administrator must configure the system.  Configuration of the system includes the creation and population of the 

Emerald database and performing the user configuration of the Emerald billing and system options.  The database 

configuration activities are detailed within this section and are performed by the Emerald Administrator.  The Emerald 

Administrator must perform these steps, as well as verify the independently installed database server and client 

configurations, before the Emerald Management Suite can be used.  

 

Regardless of operating system platform, each installation requires the initial creation and configuration of the 

Emerald database performed with the Emerald Web Configuration Server.  The steps required to complete the initial 

configuration of the system are described below. 

 

1. Start the Emerald Web Configuration Server.   

On Windows systems: 

a. To login to the Web Configuration Server, select Web Config from the Start Menu/ Program 

Files/Emerald menu.  

 

On Linux and Solaris systems: 

a. Open a web browser and go to the URL:  http://127.0.0.1/settings. 

 

2. If this is the first time that the Configuration Server has been started, you will initially be prompted to enter a 

Password and confirm the password value by entering it again.  The Web Configuration password entered 

will only be valid for the Emerald Web Configuration Server (not for the Emerald application itself).  There is 

no default username or password when the Web Configuration Server is initially started.   

 

http://www.iea-software.com/docs
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After you have created the Web Configuration Server password, you will be prompted again for a Web 

Configuration Server username and password to login.  The username is insignificant, and the password is 

the password you initially set up for the Configuration server above. 

 

 

Note: 

The password configured for the Web Configuration Server is shared among all the Emerald Management Suite 

Configuration Server Administrators (Emerald Web Configuration Server, RadiusNT Administrator, EmerAuth 

Administrator, etc.), meaning that all Administrators running on the same machine will use the same password once it 

has been established.  Because it is locally configured, the password is machine-specific.  If the password is 

forgotten, it can be located by following the instructions below.  If the WCPassword entry is cleared as described 

below, you will be prompted to provide a new password upon the next Web Configuration Server start-up. 

 

On Windows machines:  Use the Registry Editor to look up the value under the Registry value for WCPassword 

under HKEY_LOCAL_MACHINE\Software\IEA\Common.  You can clear the value within the Registry Editor, but the 

web server must be stopped and restarted in order for the changes to take affect. 

 

On non-windows platforms the value can be found within the /usr/local/iea/common.ini file.  The existing password is 

cleared by removing the ñWCPassword = ñ line. 
 

Once the Emerald Web Configuration Server has been launched, choose the Create Database Menu option to the 

right of the welcome screen.  Note:  Upgrade installations must also create a new Version 5.0 Emerald database (your 

existing data will be copied into and converted into the new database during upgrade). 

 

 

 
 

 

 

3. Within the Create Database screen, you are prompted to configure the Emerald data source information to 

establish ODBC connectivity to your database server.  To create the Emerald database, choose the óNewô 

option from the Emerald datasource pick list and then press the Continue button. 
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4. On the ODBC control panel screen, enter ñEmerald5ò in the Create new datasource field.  Alternatively, you 

may select an existing datasource to edit from the Edit existing datasource pick list.  Press the Continue 

button when finished. 

 

 
 

 

 

5. Choose the appropriate type from the Database type pick list.  This indicates the type of database server 

installed on your site that will run against the Emerald server.  Typically your choice will be a Microsoft SQL 

or Sybase selection.  Press Continue when done. 

 

 

 
 

 

6. The next step is to describe the new Emerald data source and provide server information.  Enter the 

following information on the fields provided: 

 

Field Description 
Datasource description  Enter a description for the datasource.  Generally, this will be the datasource 

name óEmerald5ô. 

Server name Enter the name of the server in which your database server resides. Note: For 

UNIX versions the server name is the IP Address of your database server 

followed by ó,ô and itôs TCP port number.  Example: 10.0.0.35,1433 

Trusted connection Choose Yes or No from the pick list indicating whether your database server 

will be accepting a Trusted connection, or using the SA username/password 

information for Emerald access. 
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Once the information has been entered, press the Continue button. 

 

 

7. If the datasource is not configured to use a trusted connection, the datasource will require the system 

administrative (SA) username and password to set up access to the database server.  Enter the following 

field values and press the Continue button to complete the creation and configuration of the Emerald 

datasource. 

 

 

Field Description 
Emerald data source  Choose the Emerald datasource name, typically óEmerald5ô, from the data source 

pick list. 

SA Username Enter the system administrator username configured on your database server. 

SA Password Enter the system administrator password configured on your database server. 

 

 

 
 

 

 

8. The next step in the database configuration is to actually physically create the Emerald database that will 

store the account and system information.  On the Create Database screen, choose to Create a new database 

by entering óEmerald5ô as the database name in this field and pressing the Continue button. 
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9. Continuing on with the Create Database task, this screen is used to identify information for your existing 

database server, and indicate if a data upgrade from a previous Emerald version installation is required.   

 

 
 

 

Field Descriptions are provided below.  Some fields may not be available depending on the database server 

used. 

 

Field Description 
Device name  Choose a name for the data device for your Emerald database.  The default provided is 

Emerald5_data. 

Device filename Enter the physical filename and directory path of where the database file is to be installed 

locally on your database server.  This directory path must already exist. 

Device size Enter the initial database file size of the database to be installed on your database server.  

Refer to your database server user documentation to determine the appropriate default 

value.  As a general rule of thumb you will need about 50MB per 1000 MBRs. 

Log name Choose a name for the Emerald5 database log. 

Log filename Enter the physical filename and directory path of where the log file is to be installed on 
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your database server. 

Log size Enter the initial log file size to be installed on your database server.  Refer to your 

database server user documentation to determine the appropriate default value.  As a 

general rule of thumb this should be about 1/5 of the size of your Device size. 

Convert Emerald 

4.5 database 

Select from the existing databases listed within the provided pick list to indicate the 

Emerald 4.5 database to be converted into the Emerald 5 format.  This option will 

automatically perform the data conversion necessary to upgrade your existing Emerald 4.5 

data into a format compatible with the new Emerald 5 application.  Note:  The database 

conversion will leave the Emerald 4.5 database intact, performing the conversion by 

creating a new Emerald 5.0 database (therefore a new database name is required, created 

as óEmerald5ô) and copying the data into the converted format from the old database to 

the new database. 

Copy Call 

History 

Specifies the range of call records from the Emerald 4.5 database to import into the new 

Emerald 5 database. 

Call type Specifies the call record types from the Emerald 4.5 database to be imported into the new 

Emerald 5 database.  ñStop onlyò records are generally sufficient for all usage and 

reporting purposes. 

Create Emerald 

SQL DB user 

and Password 

These fields indicate the user and password used for access to the new Emerald database.  

These fields should be set to allow the Emerald server to connect to the database server 

specified previously. 

 

After the field values have been entered, press the Continue button to initiate database creation and 

population.    
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As the database creation and conversion occurs, the following screen will be displayed showing the 

progress of the database creation.  Once the process has completed successfully, the message ñEmerald 

database installation completeò will be displayed at the bottom of the status screen. 

 

 
 

 

Quick Tip: 

It is recommended that if an Emerald 4.5 data conversion has occurred, that the data populated within the new 

Emerald 5.0 database be verified for accuracy before continuing.  In the unlikely case that data inconsistencies are 

discovered, do not try to manipulate the data directly.  Please contact the IEA Software Customer Support team for 

assistance. 

 

Emerald for Linux /w Oracle 10g special instructions 

The following information is specifically for installing the Linux edition of Emerald with an Oracle database together 

on the same server.   

 

STEP 1. To start obtain and Install Emerald for Linux and Oracle 10g or later.  Follow the instructions above for 

installing Emerald for the Linux platform. Oracle XE (Express Edition) is available from the Oracle web site: 

http://www.oracle.com/technology/products/database/xe/index.html 

 

If using XE you MUST install the Western European version in order for Emeralds multi-lingual interface to function 

properly. If not using XE the ORACLE database server should be configured with an WE8ISO8859P1 or 

WE8MSWIN1252 character set. 
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Be sure the ORACLE_HOME environment variable has been added to the systems startup profile. This is required in 

order for Emerald to access the Oracle database. 

 

To set the ORACLE_HOME environment variable copy the file 'oracle_env.sh' from the oracle bin folder to the 

/etc/profile.d DIRECTORY. 

 

If the /etc/profile.d DIRECTORY does not exist append the following two lines to the file /etc/profile : 

 

ORACLE_HOME=/path_to_my_oracle_directory (ie. /usr/lib/oracle/xe/app/oracle/product/10.2.0/server) 

export ORACLE_HOME 

 

STEP 2.  Download the instant client package and instant client ODBC driver zip files version 10.2.0.3 from the 

Oracle web site: http://www.oracle.com/technology/software/tech/oci/instantclient/htdocs/linuxsoft.html 

 

Unzip both the client and ODBC driver files into the same temporary folder and move all lib* files found in the 

instantclient directory into the /usr/local/iea folder. 

 

STEP 3.  Reboot the system. 

 

STEP 4.  Using a web browser connect to the Emerald configuration 

server typically http://localhost/settings From the ODBC menu add a 

new datasource labled Emerald5. 

 

If you've installed Oracle Express set the server name to 'xe' otherwise 

it should reflect the service name (SID) of your Oracle server 

configured via the Oracle net manager. 

 

The default Oracle driver should reflect the name of the libsqora.so.* file copied to the /usr/local/iea folder in STEP 2 

above. 

 

STEP 5. From the Create Database menu within Emerald enter the Emerald5 

datasource created in STEP 4 and the Oracle account login and password 

you want to create the Emerald database using, click continue to create the 

Emerald database. This process may take several minutes to complete. 

Once the database has been created successfully move on to STEP 6 

below. 

 

 

STEP 6. From the Database settings menu configure the Emerald5 datasource as the main read/write datasource and 

enter the login and password used in STEP 5 to create the database. Click continue and save changes. The Emerald 

server should now be started.  Browsing to http://localhost displays the main Emerald login page. 

 

The Emerald Web Configuration Server 

 

The Emerald Web Configuration Server was used during the installation process to install and configure the Emerald 

5.0 database for the Emerald Management Suite.  Although installation is the primary reason to use the Emerald Web 

Configuration Server, there are times where it may necessary to modify the Emerald configuration such as changing 

the database information, ODBC configuration and/or change the administrative operator passwords.  The Emerald 

Web Configuration options are available any time by starting the Web Configuration Server by doing the following: 

 

1. Start the Emerald Web Configuration Server.   

http://www.oracle.com/technology/software/tech/oci/instantclient/htdocs/linuxsoft.html
http://localhost/settings
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On Windows systems: 

a. If the Emerald Web Server is not started, select Web Server Debug Mode from the Start 

Menu/Program Files/Emerald/Server menu.  

b. To login to the Web Configuration Server, select Web Config from the Start Menu/ Program 

Files/Emerald menu.  

 

On Linux and Solaris systems: 

a. If the Web Configuration Server is not started, change to the /usr/local/emerald directory: ñcd 

/usr/local/emeraldò and execute the command "./emerwebsrv -config". 

b. Open a web browser and go to the URL:  http://127.0.0.1/settings.  

 

2. When prompted, enter a Username and provide the general Configuration Password provided during 

installation and initial start of the Web Configuration Server (or other Emerald Management Suite 

Administrator).  The creation and access of this password is described above in the Initial Database 

Configuration  section above. 

 

 

 
 

 

 

 

Emerald Printing Configuration 

 

On all operating system platforms 

 

Emerald Printing and Preview features may rely on the processing of PDF documents when the crystal report engine 

and crystal reports are available.  Therefore, a PDF Viewer or Plug-in should be installed on all Emerald Client 

machines if using crystal reports.  Please go to http://www.adobe.com for more information regarding the download 

and installation of the Adobe PDF Viewer.  The Emerald report engine included with Emerald 5 does not require a PDF 

viewer. 

 

 

Secure Socket Layer (SSL) Configuration 

 

The Emerald Server natively supports SSL (Secure Socket Layer) transactions.  To enable SSL support, enter a port 

for the SSL connection to listen on in the Security section. A sample non-trusted certificate labeled IEA Software, Inc 

is included, however you will most likely want to obtain or generate your own certificate especially if allowing 

customer access to Emerald.  Use of the included default certificate provides end-to-end data encryption however 

due to lack of a trust relationship and well known private key the SSL connection can be compromised in 

environments where an active man-in-the-middle attack is possible. 

http://www.adobe.com/
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Creating SSL Certificates and SSL Certificate Signing Requests (CSRs) 

 

Please follow your CA's (Certificate Authority) instructions for generating key pairs for Apache+SSL or OpenSSL as 

Emerald uses the OpenSSL engine to provide SSL encryption.  The openssl.exe tool is located in the folder Emerald 

was installed to on windows platforms.   This program is included with the operating system on Linux/FreeBSD 

platforms. 

 

Here's an example command-line for creating the CSR (Certificate Signing Request) key-pair: 

openssl req -new -nodes -keyout private.pem -out public.csr -config openssl.cnf 

 

When prompted, the common name of the certificate ñcnò must match the fully qualified hostname of your emerald 

web server. (For example www.myserver.com)   

 

When asked to set a certificate password leave the field blank.  Do not 

enter a password.  Entering a certificate password will require you to manually enter an SSL password each 

time the Emerald web server starts. 

 

The next step using a text editor or similar software combine your private key (private.pem) file and public key 

returned in response to the signing request from the certificate authority into a single file.  This is the ñSSL 

Certificateò file.  The resulting file should appear to have the following components representing the public and 

private key pairs. 

 

-----BEGIN RSA PRIVATE KEY----- 

é 

-----END RSA PRIVATE KEY----- 

-----BEGIN CERTIFICATE----- 

é 

-----END CERTIFICATE----- 

 

The begin and end private key sections with 5 dashes must be entered as-is without removing the section labels.  In 

the example above é represents the base 64 encoded certificate data in the actual files. 

 

Go to the emerald configuration web interface (/settings).   

In the security section configure the following options: 

 

SSL Certificate - contains your Public/Private keys. 

SSL CA Certificate - contains the key chain ñIntermediate certificatesò provided by your CA. 

 

To create a 'self-signed' certificate file without a central trust authority use the following commands: 

 

openssl genrsa -out private.pem 

openssl req -new -x509 -key private.pem -out public.pem -config openssl.cnf -days 5000 

 

Combine the private.pem and public.pem files into one file and enter the full pathname to this file in the SSL 

Certificate field. Leave the SSL CA Certificate blank. 

 

Launching and Logging on to Emerald 

 

http://www.myserver.com/
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To start exploring Emeraldôs features you need to launch it within a supported web browser. The Emerald Server 

specifically supports both the Microsoft Internet Explorer and Netscape Navigator web browsers.  To launch 

Emerald, do the following: 

 

1. To login to the Emerald server using your default web 

browser do the following.  On Windows systems, select 

Web Login from the Start Menu/ Program Files/Emerald 

menu.   

 

On non-Windows systems, start a web browser and go to 

the URL:  http://localhost  Your System Administrator 

configured the Emerald site location during the Emerald 

server installation. 

 

2. Emerald Management Suite login screen, enter your 

Emerald operator Username and Password and click on the 

Login button, or just press the Enter key.  The Emerald System Administrator configures valid username and 

passwords, as well as assigning individual operator privileges, during system installation and configuration. 

 

Note:  The first time you log into the Emerald Suite after installation, use the default Username and Password 

values óAdminô and ópass1ô, respectively.  These values are supplied as the administrative login by default 

during installation.  It is required the default Emerald Administrative account 

password be changed immediately upon initial login to the system. 
 

Note: 

It is critical for the operation of the Emerald Management Suite that cookies, java script and popups be enabled 

within all web browsers accessing the Emerald Server.  Within Microsoft Internet Explorer this is done within the 

Browser Tools/Internet Options/Security/Custom options.  Within Netscape Navigator this is done within the 

Edit/Preferences Advanced options. 

Overview:  Emerald Administrative Options 
 

The Emerald Administrative options are used to configure the billing and account selections available throughout the 

Emerald Management Suite, as well as configure the general settings for the system environment and RadiusNT/X 

component.  

 

 
 

The following gives a description of the main Administrative options and what types of system settings they are 

used to configure: 

 

¶ General:  Used to configure the available options for MBR and Service account general informational 

fields including Domains, Billing Groups, Service Groups, Custom Data, Regions, SMTP, FTP, Address 

Types and Notices. 

 

¶ Pre-Paid: Provides for the creation and management of prepaid access cards.  The prepaid menu includes 

configuration of Sequences, Batch Types and Prepaid Batches. 
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¶ Sales: Used to define sales staff, sales related reporting and commissions.  The Sales menu includes the 

definition of Sales Persons, Referrals, Cancel Reasons and Commissions. 

 

¶ Rating: Provides for the management of usage-based rating of call records, network flows as well as third 

party data.  The Rating menu includes the definition of Rates, Rule Sets, Time Sets, Rate Classes, Intervals 

and Data Sources. 

 

¶ Resellers: Used to define multi-organization grouping and reseller configured service pricing.  The 

Resellers menu includes the definition of Organizations, Billing Groups and Service Pricing. 

 

¶ Accounting:  Used to configure the available options for most billing related settings for MBR and Service 

accounts including the definition of available Charge Types, Pay Periods, Taxes, Tax Exemptions, 

Discounts, Billing Cycles, Send Methods, GL Codes, Batch Processors, Late Fees and One Time Charges. 

 

¶ Services:  Used to configure service type related options including defining Service Types, Custom Data, 

External Systems and Package Types. 

  

¶ RADIUS:  Used to configure the integrated RadiusNT/X environment.  This is the means to configure the 

RadiusNT/X application when it is used in conjunction with the Emerald Management Suite (Note:  Local 

RADIUS Server configuration is still required to be performed through the RadiusNT/X Administrator).  The 

RADIUS menu includes the configuration of Vendors, IP Groups, IP Service Types, Server Types, Server 

Groups, Roam Servers, Roam Domains, Reject Attributes, DNIS Groups, Filter Groups, Group Concurrency, 

Clear Online List and Auth Test Config. 

 

¶ Reports & Logs: Provides for the configuration of reports and the management of Emerald related logs.  

This menu includes the configuration of Reports, Report fields, Log trimming and Syslog filtering. 

 

¶ Incidents: Used to define Emeralds CRM related features for the management of Incidents.  This menu 

includes the configuration of Incident Types, Incident States, State Groups, Operator Roles and Priorities. 

 

¶ Scheduler:  Used to define the Emerald auto-scheduled tasks and view the status of the completion of 

those tasks.  Scheduled tasks range from system actions to billing processes. 

 

¶ Security:  Used to configure Emerald system security including the definition of Emerald operators, 

operator groups and their system privileges, IP group restrictions, group rights and database sensitive field 

encryption. 

 

¶ Web Interface:  Used to configure Web Interface and related Emerald system options.  This menu 

includes viewing Active Sessions and configuring of Themes, Signup Servers, Web Links, Client Settings, 

Operator Limits, Operator Settings, Customer Settings, License Keys and Languages. 

 

¶ Advanced: Used to make changes to internal data and advanced features required for Emerald to operate or 

extend Emeralds functionality.  Options in the advanced menu should not be changed without direction from 

support staff. 

 

¶ Database:  Used to manage basic database functions, including running a query and seeing the current 

database activities. 

 

¶ Client:   Returns you to the Emerald Management Suite Home page and Emerald Client options. 
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¶ Apply: After changes are made in the Emerald Administrator this option ensures the changes are made 

active by reloading internal configuration and data caches as well as pushing reconfigure requests out to 

remote instances of RadiusNT/X and the Emerald task scheduler. 

 

Typically, configuration of the Emerald Management Suite is best approached by sequentially navigating the 

Administrative menu options from left to right.  Some administrative options are dependant upon other administrative 

options being populated prior, such as Billing Groups that are referenced throughout many of the administrative 

options for both option grouping and security.  The following sections describe all the Administrative options in 

detail. 

 

General Configuration 
 

The General configuration option under the Emerald Administrative menu is where most of the Master Billing Record 

and Service account informational field selections are defined.  The General options work closely with the 

administrative Accounting options that additionally define MBR and Service account selections.  The General 

configuration options are presented below.  

 

 
 

Domains 

 

Emerald Domains represent 

Internet domains. The 

Internet domains that your 

organization is affiliated with should be defined as the minimal Emerald Domain entries, but any number of Internet 

domains may be defined.  All defined Emerald Domains will be available as selection options within the Service 

account screen, and can be used to determine default email addresses on Service entries.  

 

Choosing the Domains General Administrative 

option will present the display of all existing 

Emerald Domain entries, as shown above.  Retrieve 

a domain entry for view and/or edit by clicking on 

the desired entry.  To remove a domain, click the 

Delete link next on the selected entry.  To add a 

new domain, click the New Domain link.  The 

Domain entry fields are described below.  Press the 

Update button to save the new or modified Domain 

entry. 

 

 

Domain Choose a name for Emerald to reference the domain. 

Mail Domain Enter the full Internet domain address, such as ñiea-software.comò. 

Description Enter a short domain description, or note of comment. 

Billing Group Select an existing Billing Group from the provided pick list to associate this domain with.  If a Billing 

Group is selected, only MBRs from this Billing Group will have the option to assign this domain to their 

Service accounts. 

Service Group In addition to Billing Groups, this domain is also accessible to service groups that include ñDomainò. 
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Customer 

Access 

When óYesô this Domain is available for selection by the end user when adding a new account via the 

manage accounts menu within the customer account center.  Note: In order for users to be able to choose 

domains the service type must have the óAllow Customer Set Domainô package permission enabled. 

Sort Order Enter a numeric value to indicate the display order of this Domain entry.  The sort order is used to sort the 

entries from lowest to highest numerical order. 

Domain 

Owner MBR 

Setting a domain owner enables only the specified MBR to use this domain when adding new services to 

the MBR.  When a Domain owner is chosen the Domain cannot be used by any other MBR or as a default 

setting for Billing Groups, Signup Servers and Prepaid cards.  If a Domain is already used as a default it is 

unavailable to be assigned to a specific MBR and the Domain Owner dialogue is not shown. 

 

 

Note: 

In general, throughout the Emerald Administrative options, once an option has been assigned, there is no longer the 

option to Delete the entry.  This guarantees the integrity of the Emerald data by not allowing values in use by other 

parts of the system to be removed.  For example, once a Domain has been assigned to an MBR Service account, that 

Domain entry can only be removed if the MBR Service account Domain value is re-assigned to a different value. 

Billing Groups 

  

A Billing Group  defines a set of 

MBRs that have billing 

characteristics in common.  

Billing Groups are important to 

Emeraldôs configuration because 

they allow different billing features and options to be designated to only a specific group of MBRs, or the billing 

options can remain global and apply to all MBRs.  The Billing Group assigned to an MBR is very important because it 

can affect the choices available for many field selections on MBR and Service account entries.  There are many 

Emerald configuration options that can be associated with a Billing Group that will restrict and/or cause default 

behavior for members assigned to that group.  These dependencies are described within this section.  

 

 

 

Choosing the Billing Group  General Administrative option will present the display of all existing Emerald Billing 

Groups, as shown above.  Retrieve a billing group entry for view and/or edit by clicking on the desired entry.  To 

remove a billing group, click the Delete link next on the selected entry.  To add a new billing group, click the New 

Group link.  The Billing Group entry fields are described below 
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Organization Organization the billing group is to be associated with. 

Default Domain Choose a default domain for this Billing Group.  When the Billing Group is later assigned to an MBR, 

the domain specified here will be supplied as the default domain value on the MBR Service account 

screen (the default may be over-ridden) and can subsequently also be used to determine user default 

email addresses. 

Customer Theme If a theme is selected the chosen theme is preferenced when an end user within this group logs into 

the customer account center.  The setting does not apply to the signup server or operator interface. 

Name Choose a name for Emerald to reference the billing group. 

Description Enter a short billing group description, or note of comment. 

Report Logo URL For HTML rendered reports this sets a remote image URL for display on customer invoices, 

statements and some custom reports. 

Invoice Report Select the report format to use for the generation of mailed/printed invoices for MBRs of this billing 

group.  This option allows customization of invoice format per billing group.  If no Invoice Report is 

provided, the general Billing Group Default Invoice Report will be used for this Billing Group. 

 

Invoice Text 

Report 

Select the report format to use for the generation of emailed invoices for MBRs of this billing group.  If 

no Invoice Text Report is provided, the general Billing Group Default Invoice Text Report will be used 

for this Billing Group.. 

Statement Report Select the report format to use for the generation of mailed/printed statements for MBRs of this billing 

group.  This option allows customization of statement format per billing group.  If no Statement Report 

is provided, the general Billing Group Default Statement Report will be used for this Billing Group. 

Statement Text 

Report 

Select the report format to use for the generation of emailed statements for MBRs of this billing group.  

If no Statement Text Report is provided, the general Billing Group Default Statement Text Report will 

be used for this Billing Group.. 

Global Options Choose óYesô to allow MBR field selections for this billing group to include Global options, as well as 
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the options specific to the billing group.  Choose óNoô to restrict the MBR field selections to only 

those specifically set up for this billing group.   

Allowed Pay 

Methods 

Controls those pay methods available to MBRs within this billing group. 

Visible MBR 

Fields 

When editing an MBR that is a member of this billing group the visibility options control which fields 

are displayed in the MBR edit form. 

Sort Order Enter a numeric value to indicate the display order of this Billing Group entry.  The sort order is used 

to sort the entries from lowest to highest numerical order when the Billing Group entries are presented 

in selection pick lists throughout Emerald.  A negative sort hides the billing group from availability.  

Active Intended to temporarily disable network access for all services within the billing group. 

FTP Directory Enter the physical directory path to be assigned to the MBR Service accounts associated with this 

Billing Group. 

Billing Group 

Company Details 

Provide the Company name and address information to use for this Billing Groupôs billing document 

generation and distribution.  This option provides the ability to track company name and address 

information associated with external entities that you have established as Emerald Billing Groups. 

Email From Enter the email address from which billing items are to be sent from (identifies the sender to the email 

recipient) for members of this Billing Group. 

Email Subject Enter the subject that should be included on all emailed billing correspondence for members of this 

Billing Group. 

Email Invoice This setting specifies how Invoices are sent via email for all MBRs within the billing group having an 

email send method.  When set ñSend Automaticallyò Invoices will be emailed when emailing ñAllò 

billing groups from the ñClientò / ñBillingò / ñSend Billsò menu or automatically when scheduled via 

the Emerald task scheduler.  When set ñSend Manuallyò the specific billing group must be selected 

from the ñClientò / ñBillingò / ñSend Billsò menu.  When set ñSending Disabledò its not possible to 

email invoices automatically for a billing group however individual invoices can be emailed manually 

from the MBRs invoices menu. 

Email Statement This setting specifies how Statements are sent via email for all MBRs within the billing group having 

an email send method.  When set ñSend Automaticallyò Statements will be emailed when emailing 

ñAllò billing groups from the ñClientò / ñBillingò / ñSend Billsò menu or automatically when scheduled 

via the Emerald task scheduler.  When set ñSend Manuallyò the specific billing group must be selected 

from the ñClientò / ñBillingò / ñSend Billsò menu.  When set ñSending Disabledò its not possible to 

email statements automatically for a billing group however individual statements can be emailed 

manually from the MBRs statements menu. 

Invoice Batch 

Printing 

When set ñHide Pendingò any invoices that are pending for printing for postal delivery from the 

Emerald billing / send bills menu will not be displayed for this billing group.  Setting ñHide Pendingò is 

useful for situations where only statements are mailed out to the end user and invoices only need to 

be printed manually from each MBRs invoicing menu.  When set ñShow Pendingò any invoices 

pending for printing for postal delivery for the billing group is displayed in the Emerald billing / send 

bills menu. 

Statement Batch 

Printing 

When set ñHide Pendingò any statements pending for printing via postal delivery from the Emerald 

billing / send bills menu will not be displayed for this billing group.  Setting ñHide Pendingò is useful 

for situations where only invoices are mailed out to end users and statements only need to be printed 

manually from each MBRs statements menu.  When set ñShow Pendingò any statements pending for 

postal delivery for the billing group is displayed in the Emerald billing / send bills menu. 

 

Press the Update button to save the new or modified Billing Group entry. 
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Configuring General Billing Group Default Values 

 

There are general Billing Group Defaults that may be automatically applied over all Billing Group entries.  If one of the 

Billing Group field values is not explicitly defined for an individual Billing Group, the defined ñDefaultò field value will 

be accepted and applied for the entry.   

 

Configure the Billing Group Defaults by pressing the Edit Billing Group Defaults  link on the Billing Group main 

screen. 

 

 

 Restricting Accounting options to a specific Billing Group 

 

Emerald allows restricting certain Accounting and Global billing options to a specific Billing Group.  Once associated 

to a specific Billing Group, that option will only be available to MBRs of that Billing Group, or those under a Billing 

Group with Global options.   

 

Once one of the following type of Accounting or Global option entries has been created, it can be individually 

associated to a particular Billing Group:  Service Type, Region, Billing Cycle, Pay Period, Discount.  A Billing Group 

can have any number of billing options associated with it.  The Billing Group assignment is performed on the 

particular option entry screen by selecting a Billing Group from the presented Billing Group pick list, an example using 

the Region option is shown to the right.  If the default óAll Groupsô option is selected on the option screen, the 

option entry will remain available to all MBRs, regardless of Billing Group. 

 

On new and existing Billing Group entries, you may find a message displayed within the group entry indicating, for 

example: óNo Service Type assigned to this groupô.  This is a status message indicating that no specific options of 

this type  (for example: Service Type, Billing Cycle, Region) have been restricted to this Billing Group.  This is just an 

informational message and requires no action, as it is not mandatory to restrict any options to a specific Billing 

Group. 

 

Regions 

 

Emerald Regions are generally geographical 

areas that indicate the different areas where 

your organization provides its services.  

Emerald Regions are informational only 

however they may also influence taxes assigned to accounts (See Tax Groups) and are used primarily for reporting, 

grouping, or external integration purposes only.  

 

Choosing the Regions General Administrative option will present the display of all 

existing Region entries.  Retrieve an existing Region for view and/or edit by clicking 

on the desired entry.  To remove a Region, click the Delete link next on the selected 

entry.  To add a new Emerald Region, click the New Region link.  The Region entry 

fields are described below. 

 

 

 

Region Choose a descriptive name for Emerald to reference the Region. 

Billing Group To restrict this option to only be available to MBRs of a particular Billing Group (and 

Billing Groups with Global Options), select the desired Billing Group from the presented 

pick list.  If the default óAll Groupsô option is accepted, the Region will remain available to 
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all MBRs, regardless of Billing Group. 

Service Group In addition to Billing Groups, this region is also accessible to service groups that include 

ñRegionò. 

Sort Order Enter a numeric value to indicate the display order of this Region entry.  The sort order is 

used to sort the entries from lowest to highest numerical order when the Region entries 

are presented in selection pick-lists throughout Emerald. 

 

Press the Update button to save the new or modified Region entry. 

 

 

Quick Tip: 

Regions may be used for many different grouping purposes, rather than just geographical. 
 

 

MBR Custom Data Fields 

 

The Master Custom Data Fields option allows you to define extra fields of information that your organization would 

like to track for each MBR, or each MBR of a specific Billing Group, within Emerald.  The extra MBR account data 

types defined here will be presented within the MBR detail display and MBR edit form allowing the Emerald operator 

to optionally enter a value for each of the additional MBR data fields.  MBR Custom data fields are informational only 

and are used by Emerald for reporting and tracking purposes only. 
 

Choosing the MBR Custom Data Fields General Administrative option will present the display of all existing MBR 

Custom Data Field entries.  Retrieve an existing Data Field entry for view and/or edit by clicking on the desired entry.  

To remove a Data Field, click the Delete link next on the selected entry.  To add a new Data Field, click the New Field 

link.  The MBR Custom Data Field entry is described below. 

 

 
 

 

Data Field This entry will be displayed as the label for the Custom Data field on the MBR account entry 

screen. Available data fields are configured from the ñAdminò / ñAdvancedò / ñAcct Data 

Fieldsò menu. 

Billing Group If the MBR custom field is only to be tracked for MBRs of a specific Billing Group, select the 

appropriate group from the Billing Group selection pick list.  If the óAllô Billing Group default 

is accepted, the MBR custom field will apply to all Emerald MBRs. 

Required Requires an operator to enter a value for this custom data field before they are able to save 

changes to the MBR. 

Sort Order Enter a numeric value to indicate the display order of this Incident State entry.  The sort order 

is used to sort the entries from lowest to highest numerical order when the data types are 

displayed. 

 

Press the Update button to save the new or modified MBR Custom Data Field entry. 
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Address Types 

 

The Address Types option allows you to 

define additional contact and/or address 

information that your organization would 

like to optionally track for each MBR 

account.  The extra Address Types defined 

here will be presented within the Addresses section of the MBR account entry screen options, allowing the Emerald 

operator to optionally enter a value for each of the additional Address Types specified.   

 

 

Choosing the Address Types General Administrative option will 

present the display of all existing Address Type entries.  Retrieve 

an existing Address Type entry for view and/or edit by clicking 

on the desired entry.  To remove an Address Type, click the 

Delete link next on the selected entry.   

 

To add a new Address Type, click the New Address Type link.  

The Service Custom Data Field entry is described below.  

 

 

 

 

 

 

 

Address Type Enter a description of the Address Type.  This entry will be displayed as the label for the Address 

option on the MBR account Addresses entry screen. 

Allowed 

Fields 

Checked fields are displayed when an operator manages an address entry of this type.  Fields that 

are not checked are hidden from view. 

Required 

Fields 

A comma separated listing of required fields.  The following field names are available to choose 

from: FirstName, LastName, Phone, Fax, Email, WWW, CountryID, StateID, Company, Address1, 

Address2, City, Zip, Comments. 

Sort Order Enter a numeric value to indicate the display order of this Address Type entry.  The sort order is 

used to sort the entries from lowest to highest numerical order when the Address Types are 

presented in selection pick lists throughout Emerald. 

 

Press the Update button to save the new or modified Address Type entry. 

 

SMTP 

 

The Emerald Management Suite has a built in SMTP client used to 

automatically send invoices and statements, as well as mail other 

information, to your customers.  In order for the mail client to work 

correctly, it needs to be fully configured before billing.  The General menu 

SMTP option provides for the configuration of the SMTP client.  The 

Emerald Administrator is only able to customize the information within the 

Emerald-provided Global SMTP options; the options cannot be deleted, nor 

added to. 
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Choosing the SMTP Global Administrative option will present the display of the current SMTP configuration.  The 

Global SMTP options are described below.  Note: When defining an SMTP server its important to make sure the 

SMTP server is configured to allow relay mail from the IP Address of the computer Emerald is installed or provide 

credentials for SMTP authentication so that outgoing email can be relayed to external domains. 

 

Email Smart Host Enter the email SMTP server hostname. 

Email Login For SMTP authentication this is the login name sent to the SMTP server.   

Note: CRAM-MD5 and LOGIN auth methods are supported. 

Email Password For SMTP authentication this is the password sent to the SMTP server. 

Email Domain Enter the full email domain name. 

Email Admin Enter the full email address, whereas the value will show in the From: line of all non-accounting 

related (such as incidents) mailings sent to users. 

Email Accounts Enter the full email address, whereas the value will show in the From: line of all accounting 

related (invoices and statements) mailings sent to users if billing group specific information is 

unavailable. 

Email Retries Maximum number of retries for temporary failures before no further delivery attempts are made. 

 

Press the Update button to save any new or modified SMTP option value changes. 

 

FTP 

 

The FTP Global option provides for the set up of default configurations applied toward FTP user accounts 

established for your users.  This is for use when you are using a directly supported FTP server (like Serv-U).  The 

Emerald Administrator is only able to customize the information within the Emerald-provided Global FTP 

configuration options; the options cannot be deleted, nor added to. 

 

Choosing the FTP Global Administrative option will present the 

display of the current FTP user attribute configuration.  Retrieve an 

existing attribute value for view and/or edit by clicking on the 

desired entry.   The Global FTP options are described below.  When 

the Description value is clicked within the FTP Configuration display 

window, an entry box prompting for the new Value entry for the 

option will be presented for each of the following configuration 

fields.  The FTP Configuration options are described below. 

 

 

FTP Allow 

Directories 

If selected to do so, this option will restrict the users ability to create subdirectories under their 

FTP user directory.  If you select the óNo Sub-Directoriesô option, users will not be allowed to 

create their own directories. 

FTP Max 

Directory Size 

To restrict users to a maximum FTP directory size, enter the maximum size value. 

FTP Default DIR 

UNC 

Specify the base FTP directory for your FTP users by providing the directory path.  If specified, 

Emerald will create this directory for your users upon account creation.  Typically this is a 

directory in UNC format \\server\users.  Emerald will append a \username by default to this 

directory when it is created. 

 

Press the Update button to save any new or modified FTP option value changes. 

 

 

 

file://server/users
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Service Groups 

 

In situations such as 

supporting a large number 

of resellers where many 

billing groups exist in the 

system service groups help 

reduce the configuration burden by allowing items such as service types, payment periods, charge types and others 

to be grouped together for assignment to multiple billing groups.  Without this grouping these items would need to 

be created separately for each individual billing group. 

 

For example lets assume Reseller 1 and Reseller 2 are each assigned a similar set of service types.  Service Types A, B 

and C. To support each reseller this scenario requires a total of 6 service types (2 resellers * 3 service types) be 

created. 

Reseller 1 - Service A

Reseller 1 - Service B

Reseller 1 - Service C

Reseller 1 BIlling Group

Reseller 2 - Service A

Reseller 2 - Service B

Reseller 2 - Service C

Reseller 2 BIlling Group

 
 

 

Reseller

Service Group

Service Group - Service A

Service Group - Service B

Service Group - Service C

Reseller 1 BIlling Group

Reseller 2 BIlling Group

Reseller 3 BIlling Group

 
 

With service groups all similar resellers billing groups are assigned to a service group reducing the number of service 

types needing to be configured from 6 for 2 billing groups or 9 for 3 billing groups to 3 regardless of the number of 

billing groups assigned. 

 

 

 

 

 

Service Groups apply only in an additive 

fashion to the traditional assignment 

method where items such as service types 

are either assigned specifically to a billing 

group or available globally to all billing 

groups having global options enabled.  
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Please see ñAdminò / ñGeneralò / ñBilling Groupsò for additional information. 

 

The use of service groups is optional and not recommended if the Emerald system contains a small number of billing 

groups or billing groups used generally for the purpose of restricting operator access. 

 

 

 

 

 

 

 

Service Group Text uniquely describing the service group.  This text will appear in selection lists throughout 

the Emerald administrator when configuring one of the ñIncludedò items below. 

Description Text describing the purpose and use of this service group 

Service Types When ñIncludedò this service group is available for selection when configuring service types.  

See ñAdminò / ñServicesò / ñService Typesò 

Discounts When ñIncludedò this service group is available for selection when configuring discounts. 

See ñAdminò / ñAccountingò / ñDiscountsò 

Domains When ñIncludedò this service group is available for selection when configuring domains. 

See ñAdminò / ñGeneralò / ñDomainsò 

Package Types When ñIncludedò this service group is available for selection when configuring package types. 

See ñAdminò / ñServicesò / ñPackage Typesò 

Billing Cycles When ñIncludedò this service group is available for selection when configuring billing cycles. 

See ñAdminò / ñAccountingò / ñBilling Cyclesò 

Incident Types When ñIncludedò this service group is available for selection when configuring incident types. 

See ñAdminò / ñIncidentsò / ñIncident Typesò 

Regions When ñIncludedò this service group is available for selection when configuring regions. 

See ñAdminò / ñGeneralò / ñRegionsò 

Charge Types When ñIncludedò this service group is available for selection when configuring charge types. 

See ñAdminò / ñAccountingò / ñCharge Typesò 

Sales Persons When ñIncludedò this service group is available for selection when configuring sales persons. 

See ñAdminò / ñSalesò / ñSales Personsò 

Pay Periods When ñIncludedò this service group is available for selection when configuring pay periods. 

See ñAdminò / ñAccountingò / ñPay Periodsò 

Send Methods When ñIncludedò this service group is available for selection when configuring send methods. 

See ñAdminò / ñAccountingò / ñSend Methodsò 

Sort Order Used to order selection listing of service groups when selecting a service group and also when 

displaying the service groups admin menu. 

 

 

 

Notices 

The Emerald email notification 

system has a variety of uses 

including new customer welcome 

messages, incident status updates, 

account or credit card expiration 

warnings, payment receipts, account 

past due warning and more.  

 

With requisite knowledge of the 
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Emerald system additional types of notifications can be created using the  ñAdminò / ñAdvancedò / ñNotice Typesò 

menu.  Note use of custom types configured through the ñNotice Typesò menu is beyond the scope of this 

document and standard IEA support offerings.  Please contact your IEA Software representative about the 

possibility of implementing custom email notifications. 

 

Email messages are sent out when the condition of a notice are met.  Once this occurs emails are no longer sent until 

after the condition is no longer met and then reoccurs.  As an example weôll use an expired account notice with an 

expired account having subsequently been paid up and then at some point in the future is expired again.  At each 

point where the account is newly expired an email notification would be sent. 

 

 

 
 

Notice Type The type of notice to be sent.  Available notice types appear in the selection list.  Once 

selected a detailed explanation and use instruction is displayed below the notice description 

field in bold lettering. 

Notice Description Text uniquely describing the purpose of the email notification 

Min/Max Days Fields specific to a notice type.  See description above in bold for additional information.  

Mail From From address of emails sent as a result of the criteria defined here.  If Mail From is omitted the 

billing groups ñEmail Fromò field is used. 

Mail Subject Subject of the emails sent as a result of the criteria defined here.  If Mail Subject is omitted the 

billing groups ñEmail Subjectò field is used. 

Mail CC An additional email address to Carbon Copy when any emails matching this criterion are sent.  

If Mail CC is omitted additional copies are not sent. 

Notice Text of the message to be sent as a result of the criteria defined here.  The notice description 

field shown in bold lettering usually contains a listing of ñvariablesò available for replacement 

in the text of the message sent.  Variables allow email messages to be customized for each 












































































































































































































































































